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Abstract Assume that a client outsources his database to a remote
storage-provider (the server), so that for privacy reasons, the client’s
database is encrypted by his secret key. During a PIR-writing proto-
col, the client updates one element of the encrypted database without
revealing to the semi-honest server which element was updated and, of
course, to which value. The best previous PIR-writing protocols had
square-root communication complexity. In this paper, we propose two
new PIR-writing protocols. The first one can be based on (say) the
Damgard-Jurik additively homomorphic public-key cryptosystem, and
it has (amortized) polylogarithmic communication for a limited number
of updates. The second one is based on a fully-homomorphic public-key
cryptosystem, a much stronger primitive, but it achieves optimal loga-
rithmic communication.

Keywords. Cryptocomputing, fully-homomorphic encryption, PIR-
writing, PrivateBDD.

1 Introduction

With the progress of network facilities, an increasing number of services are
based on remote storage (also known as online disks), such as Google Doc,
virtual OS and many other other web applications. Meanwhile, the clients of such
services do not always trust the storage provider to keep their privacy. Therefore,
any client would like to only outsource an encrypted database that only he
can decrypt. On the other hand, most applications require that the storage
provider should allow clients to add, retrieve, modify and delete documents of
their encrypted databases. In particular, in a PIR-writing protocol (also known
as private database modification, [2]), the client updates one element of the
encrypted database so that the semi-honest server does not get to know which
element was updated and to which value.

More precisely, assume that the unencrypted database is f = (fo,..., fn-1)
of ¢-bit elements, the client’s private index is z and the private update value is
y. After executing a PIR-writing protocol, the server updates the z-th element
of the client’s database to y. Since server’s part in the PIR-writing protocol
can be executed without knowing the secret key, it also possibly allows a third
party to (homomorphically) modify the client’s database without compromising
the client’s privacy, and this property makes it possible to combine PIR-writing
protocols with other client-server protocols.
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In a trivial PIR-writing protocol with ©(n) communication, the server trans-
fers the encrypted database to the client, who replaces the z-th element by an
encryption of y, and then re-encrypts the database and sends the new database
back. The first non-trivial solution to this problem was recently proposed in [2].
Their protocol has communication complexity O(y/n) when modifying 1 bit of
the database. By repeating the protocol, one has a PIR-writing protocol with
the communication complexity O(¢y/n) for modifying ¢ bits.

Another—and strongly related—protocol was proposed in a yet unpublished
eprint [3]. They propose a pair of amortized protocols with communication com-
plexity O(V 1+« . n - polylog(n)) (where o € (0,1) is a constant) for modifying
¢ bits of the database. One protocol achieves this amortized communication
complexity for arbitrary bit modifications, while the second one achieves this
amortized communication complexity only when flipping a 0 bit into a 1 bit.
Both square-root communication solutions use the BGN cryptosystem [1] as the
underlying cryptographic primitive, so their security is based on the hardness of
the Subgroup Decision assumption [1]. A drawback of the protocols of [2,3] is that
they require the client to precompute the increment between the new value and
the original one of the xth element, by say using an additional communication-
efficient CPIR protocol to first retrieve the current value of this element. This
adds complexity to their protocols, and in particular the PIR-writing protocols
of [2,3] consist of more than one message. In this paper, we propose two new
nontrivial PIR-writing protocols.

First New, PrivateBDD-Based PIR-Writing Protocol. The first new
PIR-writing protocol is based on the cryptocomputing protocol PrivateBDD of
Ishai and Paskin [9], or more precisely on an efficient variation of it as described
n [11]. As described in [11], the PrivateBDD cryptocomputing protocol is based
on an efficient binary decision diagram (BDD) together with an efficient (2, 1)-
CPIR protocol. See Sect. 2.1 for background about the BDDs (a very well known
computational model) and the PrivateBDD protocol in general.

In the first new PIR-writing protocol, the server constructs a (multi-terminal)
binary decision diagram (BDD, also known us branching program, [15]) for the
function
r=1,

Yy,
gi(xvyam) :{

m., TFi.

The corresponding BDD has size and length [log, n]. In the nonprivate version of
the PIR-writing protocol, the server just sets in parallel f; < g;(x,y, f;) for every
i € {0,...,n — 1}. In the actual new PIR-writing protocol, the server uses the
PrivateBDD protocol to update the encrypted version of f;, given encryptions
of z, y and a (multiple-)encryption of the old version of f;.

Now, the output of the PrivateBDD protocol is a multiple-encryption of the
actual value of the protocol, where the number of multiples is equal to the length
of the BDD, that is, to [log,n] in this concrete case. Therefore, after every
update, the length of every (multiple-encrypted) database element kept by the
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server increases by [log,n] - £ bits, where & is the security parameter. More
precisely, for some upper bound u on the number of updates, this PIR-writing
protocol achieves amortized communication complexity ©(uf-log n+u?k-log® n).
This improves upon the protocol of [3] for u = o(V/{1+e . n - polylog(n)). In
addition, since the working time of the PrivateBDD is proportional to the size
of the BDD, the working time of this new PIR-writing protocol is O(n - logn)
public-key operations, where the cost of public-key operations depends on £ and
increases after every update.

We also construct a slight modification of this protocol, where the server does
not update the database elements but instead just stores all the client’s write
requests. This makes the server’s computational complexity during the PIR-
writing protocol very small. However, when the client requests to read some
element of the database, the server executes all write requests on the original
database. Therefore, this modification is useful in applications where updating
is much more frequent than reading.

Importantly, this protocol does not use pairings. In particular, it relies on
the classical DCR assumption which is by far the weakest security assumption
under which a nontrivial PIR-writing protocol is known. Clearly, even in the
trivial PIR-writing protocol, the database has to be encrypted by using a CPA-
secure public-key cryptosystem. It is conceivable that this cryptosystem must
be additively homomorphic to allow some simple cryptocomputing protocols on
encrypted database. In such a case, the PrivateBDD-based PIR-writing protocol
comes “free” in the sense of security, adding no extra security assumptions.

Second New, FH-Based PIR-Writing Protocol. The second new PIR-
writing protocol is based on the (leveled) fully-homomorphic public-key cryp-
tosystem proposed recently by Gentry [7]. (Equivalently, one could also use the
cryptosystem from [5]) The idea behind this protocol is similar to the first new
PIR-writing protocol. This time we write down a Boolean circuit for g;(z,y, f;),
which happens to have exactly the same size as the corresponding BDD but has
depth ~ log, log, n. We now use the fully-homomorphic cryptosystem to evalu-
ate in parallel n copies of this circuit for i € {0,...,n—1}. Importantly, (1) this
circuit only has multiplicative depth loglogn (as compared to the length logn
of the corresponding BDD), and (2) this process does not increase the size of the
server’s database. The actual FH-based PIR-writing protocol has communica-
tion complexity O((logn+£)- ), and computation complexity of O(n-logn+¢n)
evaluations of the fully-homomorphic cryptosystem.

However, since every multiplication (or Boolean AND) increases dramatically
the noise used in encryption, some care has to be taken to bootstrap the stored
database values, see [7]. Since the multiplicative depth of n parallel applications
of the circuit for g is [log,[log, n]] (which is never larger than 5 in practice),
we can just assume that the security parameter is big enough to accommodate
the evaluation of circuits of multiplicative depth ©(loglogn). However, a boot-
strapping should be done at the end of the PIR-writing protocol. See [7,6] for
more discussion.
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Scheme [Communication |Computation Security Assumption Increase
Complexity Complexity Database
Size
Trivial |n({+ k) O(fn) CPA-security of underlying|None
cryptosystem
[2] |O(ty/n) O(fn) subgroup decision [1] +|None
polylog-communication
CPIR [8,10]
3] |[Viite.n -|O(n - polylog(n)) |subgroup decision [1] +|None
polylog(n) polylog-communication
CPIR [8,10]
Sect. 3 [O(ul-logn+u’k-[O(n -logn) DCR assumption Increased
log? n) by xlogn
Sect. 3.1|6(ul-log n+u’k-|Trivial DCR assumption None
log? n)
Sect. 4 [O(klogn + x€) |O(n-logn+ ¢n) |CPA-security of  fully-|None
homomorphic cryptosystem

Tablel. Comparison of previous PIR-writing protocols and our two new protocols. In
the case of the protocol from Sect. 3 (and Sect. 3), u is the number of updates, and we
give amortized communication over the first u updates. Note that the meaning of the
unit computation depends on the protocol

In particular, if we use leveled fully-homomorphic cryptosystem, then the
length of the public key is linear in U, where U is the maximal number of imag-
ined updates. Since this basically means that one element of the public key has
to be transfered to the server per every update, it does not increase the amor-
tized communication cost significantly. Moreover, if we assume that the fully-
homomorphic cryptosystem is secure against key-dependent message (KDM) at-
tacks, then it is fully-homomorphic (and not leveled fully-homomorphic) and we
can just use a constant-in-U-size public key. Since the security of the cryptosys-
tems from [7,5] has not been well-studied with or without KDM attacks, we will
not mention the cost of maintaining and transferring the public key anymore.

Comparison. In Table 1, we compare the trivial solution, two previously known
sublinear-communication protocols, and the two new protocols. Note that in the
protocol from Sect. 3, the cost of a single public-key operation depends on /,
and on the number of the update.

2 Preliminaries

Notation. Within this paper, s is always the security parameter. The client
has outsourced a database f = (fo,...,fn—1) to the server. Client’s private
inputs are an m = [logy n]-bit index z = (zg,...,Zm—1) and an £-bit value
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y = (Yo,-..,ye—1). All logarithms are taken on basis 2. For a set(or possibly a
probabilistic algorithm) S, x + S means a uniformly random assignment of an
element from S to x. Linearity and polylogarithmicity is usually measured with
respect to n, while in security proofs polynomiality and negligibility is measured
with respect to <.

2.1 PrivateBDD Protocol

Length-Flexible Homomorphic Public-Key Cryptosystems. Let P =
(G,E,D) be a length-flexible additively-homomorphic public-key cryptosys-
tem [4], where G is a randomized key generation algorithm, E is a randomized
encryption algorithm and D is a decryption algorithm. Here, both E and D re-
ceive an additional length parameter ¢, so that E, (¢, -) encrypts plaintexts from
some set {0, 1}=%. In the case of the DJO1 cryptosystem from [4], for every inte-
ger £ > 0, Ep(4,-) is a valid plaintext of Ep([¢/k] - k + &, -), and therefore one
can multiple-encrypt messages as say in

C + Epk(£+2,‘<&, Epk(€+/<;, Epk(é,M))) s
and then recover M by multiple-decrypting,
M <+ Dsk(£+2K/7 Dsk(e—’—"{a Dsk(gﬁ C))) .

If N is the public key of the DJO1 cryptosystem. then 2¢ < N. Addition-
ally, in any length-flexible additively-homomorphic cryptosystem, Epi(¢, M) -
Epk (¢, M) = Ep(£, My + M>), where the addition is modulo the public key N.
We will explicitly need the existence of a compression function C that, given
pk, ¢ and ¢ for ¢ > ¢, and Ep(¢', M) for M € {0,1}*, returns Ep (¢, M) €
{0, 1}]’[//{]-n+n'

In the CPA (chosen-plaintext attack) game, the challenger first generates a
random (sk, pk) < G(1%), and sends pk to the attacker. Attacker chooses two
messages (Mo, M) (such that [Mo| = |M;]) and a length parameter £, and sends
them to the challenger. Challenger picks a random bit b, and sends a ciphertext
Eok(¢, My) to attacker. Attacker outputs a bit o', and wins if b =b'.

In the LFCPA (length-flezible chosen-plaintext attack) game [10], the chal-
lenger first generates a random (sk, pk) < G(1"), and sends pk to the attacker.
Attacker chooses a polynomial number of message pairs (Mo, M;1) (such that
|Mjo| = |Mj1|) and length parameters £;, and sends them to the challenger.
Challenger picks a random bit b, and sends all ciphertexts Ep(¢;, Mj;,) to at-
tacker. Attacker outputs a bit &', and wins if b = b’. Because of the existence
of the compress function, LFCPA security follows from the CPA security [11].
Thus, the DJO1 cryptosystem [4] is LFCPA-secure under the Decisional Com-
posite Residuosity Assumption.

Cryptocomputing. Let m and ¢ be public parameters, and let F a class of
functions {0,1}™ — {0,1}*. In a cryptocomputing protocol for F between a
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client and a server, the client has an input € {0, 1} and the server has an input
f € F. The client obtains f(x). Every cryptocomputing protocol I' = (Q, R, A)
has two messages, where the client sends Q(¢, z) to the server, the server replies
with R < R(¢, f,Q), and then finally the stateful client recovers f, by computing
A(4,z,R). Here, Q, R and A are (probabilistic) polynomial-time algorithms.

Client-Privacy of Cryptocomputing Protocols. Let I' = (Q,R,A) be a
2-message cryptocomputing protocol. Within this work we use the convention of
many previous papers to only require (semisimulatable) privacy in the malicious
model. In particular, client’s privacy is guaranteed in the sense of indistinguisha-
bility (CPA-security), That is, for the the privacy of the client, no malicious
nonuniform probabilistic polynomial-time server should be able to distinguish,
with non-negligible probability, between the distributions Q(¢, z¢) and Q(¢, x1)
that correspond to any two of client’s inputs zg and x; that are chosen by herself.
Within this paper, we are not interested in server-privacy.

Computationally-Private Information Retrieval. A two-message 1-out-
of-n computationally-private information retrieval protocol, (n,1)-CPIR, is a
special type of cryptocomputing protocol. In a (n,1)-CPIR protocol for ¢-bit
strings, the client has an index = € {0,...,n — 1} and the server has a database
f = (fo,---s fn_1) with f; € {0,1}%. The client obtains f,. An (n,1)-CPIR
protocol I' = (Q, R, A, C) is BDD-friendly if it satisfies the next four assumptions:

1. I" has two messages, a query Q(¢,z) from the client and a reply R(¢, f,Q)
from the server, such that the stateful client can recover f, by computing
AL, z,R(¢, f,Q)). Note that A4, z,R(¢, f,Q(¢,2))) = fa.

2. I' is uniform in ¢, that is, it can be easily modified to work on other values
of ¢.

3. 1Q(, )], IR, -, )| < £+ O(k) (with possibly Q(¥,-) being even shorter).

4. The compress function C maps Q(¢', x) to Q(¢, x) for any ¢ > ¢ and any x.

Here Q, R, A and C are (probabilistic) polynomial-time algorithms. The only
known BDD-friendly (2,1)-CPIR was proposed by Lipmaa in [10], see [11] for
a compact description. Importantly for us, in Lipmaa’s (2,1)-CPIR protocol,
Q(¢, x) consists of a public key and an additively homomorphic encryption of x
under this key.

Any (n,1)-CPIR protocol I" must be client-private, that is, CPA-secure. Lip-
maa’s (2,1)-CPIR protocol [10], when based on the DJO1 cryptosystem [4],
is CPA-secure and thus LFCPA-secure (which is defined in the same way as
LFCPA-security for public-key cryptosystems) under the Decisional Composite
Residuosity Assumption.

Binary Decision Diagrams. A (multi-terminal) binary decision diagram
(BDD, also known as a branching program, [15]) is a fanout-2 directed acyclic
graph (V, &), where the non-terminal nodes are labeled by variables from some
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variable set {zg,...,Zm_1}, the sinks are labeled by ¢-bit strings and the two
outgoing edges of every internal node are respectively labeled by 0 and 1. A
(multi-terminal) BDD computes some function f : {0,1}™ — {0,1}¢. Every
assignment of the variables selects one path from the source to some sink as
follows. The path starts from the source. If the current version of path does not
end at a sink, test the variable at the endpoint of the path. Select one of the
outgoing edges depending on the value of this variable, and append this edge
and its endpoint to the path. If the path ends at a sink, return the label of this
sink as the value of the corresponding source. The BDD’s value is then equal to
the source value. For a BDD P, let len(P) be its length (that is, the length of
its longest path), and let size(P) be its size (that is, the number of non-terminal
nodes).

PrivateBDD Protocol. In [9], Ishai and Paskin proposed a new cryptocom-
puting method (PrivateBDD) that uses a BDD-representation of the target
function in conjunction with a communication-efficient strong oblivious transfer.
In [11], the authors noted that the strong oblivious transfer protocol can be re-
placed by a BDD-friendly (2,1)-CPIR protocol. We now briefly recall the main
properties of PrivateBDD, as instantiated by Lipmaa’s (2,1)-CPIR from [10].
See [11] for the full details of the PrivateBDD protocol.

Theorem 1. Assume that the Decisional Composite Residuosity Assumption is
true. Let F be a set of functions f : {0,1}™ — {0,1}¢, and for any f € F let
Py be some (multi-terminal) BDD with (-bit sink labels that computes f. Let
len(F) := maxyerlen(f). Then F has a CPA-secure cryptocomputing protocol
with communication upperbounded by k +m - (€ + (len(F) 4+ 2) - k), and server’s
online computation dominated by size(f) public-key operations.

Briefly, client’s inputs to the PrivateBDD (when instantiated by Lipmaa’s (2, 1)-
CPIR from [10]) are encrypted bitwise by using a length-flexible additively homo-
morphic public-key cryptosystem like DJO1 [4]. Moreover, let V be any internal
node of the BDD such that the longest path between V' and any sink has length
len(V') > 0. Let V5 and V; be the successors of V' by the 0-edge and 1-edge, corre-
spondingly. Then V'’s value val[V] as recursively computed by the PrivateBDD
protocol is

R+ (len(V) — 1)k, Q(£ + (len(V) — D)k, z;), (val[Vy], val[V1])) ,

where z; is V’s label, and val[V;] is the already known value of the node V;.
Moreover, sink values are equal to their labels. Therefore, val[V] is equal to an
encryption of val[V,,]. Inductively, val[V] is equal to an len(V')-times encryption
of some sink value, and |val[V]| = (len(V) + 1)x. In particular, server’s message
in the PrivateBDD protocol is equal to a len(Py)-times encryption of some sink
value, and this sink value by itself is the output of the PrivateBDD protocol.
See [11] for more details.
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2.2 Fully-Homomorphic Cryptosystem

In this subsection, we give a brief description of the recent fully-homomorphic
cryptosystem by Gentry [7]. We omit all the details of Gentry’s cryptosystem
that are not relevant to the current paper. In particular, all given details are
also true for the more recent cryptosystem of van Dijk, Gentry, Halevi and
Vaikuntanathan [5].

Let P = (G,E,D) be the initial version of Gentry’s cryptosystem [7]. The
length ¢ of plaintext space P is fixed. Similarly to the previous subsection, G
is a randomized key generation algorithm such that (sk, pk) < G(1%); E is ran-
domized encryption algorithm such that for any M € P, C < Ex(M); D is
decryption algorithm such that for any C' € C, where C is ciphertext space,
M + Dg(C).

While encrypting, Gentry’s cryptosystem masks the plaintext in particular
with an additive noise R from some “small” set R, and correct decrypting is
guaranteed when the noise belongs to some “large” set Rq, Rg C R1. Since the
noise is additive, one has

Eok(Ma; R1) + Ep(Ma; Re) = Epk(M7 + Ma; R1 + Rs)

and
Epk(M1; Ry) - Epk(Ma; Ra) = Ep(My - Ma; Ry - Ra) .

Here, the addition of plaintexts is modular, while the noise increases unbound-
edly. Thus, one can evaluate arbitrary +/- (or alternatively, &/A) circuits of
only some bounded length before the noise has increased to the level where cor-
rect decryption is not anymore possible. Therefore, this simple version of Gen-
try’s cryptosystem is only somewhat homomorphic [7], that is, homomorphic for
small-depth circuits.

However, as shown in [7], the somewhat homomorphic version of Gentry’s
cryptosystem is sufficient to homomorphically evaluate its own decryption cir-
cuit augmented with basic Boolean operations. Hence, one can strengthen the
somewhat homomorphic version with a bootstrapping step. Assume that the
plaintexts have been encrypted by using some public key pk;. Now, just before
the circuit depth has reached the level where decryption becomes incorrect, one
encrypts the ciphertexts Epy, (-) by using a different public key pky, and then
homomorphically decrypts the results, obtaining new encryptions of the same
plaintexts but under the new key pk, and with decreased noise. This step is
called bootstrapping. After that, one can homomorphically execute another few
levels of the circuit, until one needs to bootstrap again.

Thus, given the somewhat homomorphic cryptosystem, Gentry constructed
a leveled fully-homomorphic cryptosystem that enables one to homomorphically
evaluate circuits of any bounded and a priori fived depth d. In such a leveled fully-
homomorphic cryptosystem, the public-key size is linear in d, and in particularly
it includes encryptions of all bits of sk; under the public key pk;_ , for linear-in-d
needed public/secret key pairs (sk;, pk;).

To overcome this restriction, one can assume that Gentry’s cryptosystem is
secure against key-dependent message (KDM) attacks. In this case, one can,
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given a single valid key pair (sk, pk) <= G(1%), circularly encrypt the bits of sk
by using pk. Therefore, after every few levels of the circuit, one can use the same
public key pk to bootstrap the circuit. In particularly, Gentry showed [7,6] that
his leveled fully-homomorphic cryptosystem is fully-homomorphic under the ran-
dom oracle assumption. Therefore, within this paper, we will assume that Gen-
try’s cryptosystem is fully-homomorphic (and not leveled fully-homomorphic).

Finally, since we only need to encrypt Boolean plaintexts 0 and 1, other
details of Gentry’s cryptosystem—for example, the fact that it is lattice-based—
are not important for our purposes. We refer an interested reader to [7,6] for
many further details. In particular, we will only assume that Gentry’s fully-
homomorphic cryptosystem is CPA-secure (and KDM-secure). The underlying
assumptions that are needed for CPA-security (and KDM-security) can again be
found from [7].

2.3 PIR-Writing

Assume that the client has outsourced his database to the server. To protect
his privacy, the database is encrypted by using client’s public key. In a PIR-
writing protocol (also known as a private database modification protocol, [2]), the
client updates a single element of the database so that the server does not know
which element was changed. More precisely, the database f = (fo,..., fn—1)
has n elements f; € {0,1}*. The client has private inputs (sk,,y), where sk
is his secret key, x € {0,...,n — 1} is the element to be changed, and y €
{0,1}* is its new version. The server has an encrypted version (cg,...,cn_1) =
(Epk(f0)s - - -, Epk(fn—1)) of the database and a copy of client’s public key pk.
Ideally, the protocol consists of only a single message, from the client to the
server. The client has no private output, while server obtains a new encrypted
database ¢ = (¢,...,c),_1), such that ¢, and ¢; decrypt to the same value if
i # x, while ¢, decrypts to y.

The privacy definition of a PIR-writing protocol is formalized by the fol-
lowing PIR-writing game. Let A be a semi-honest probabilistic-polynomial time
adversary (that is, the server), and let C be the challenger. The game consists
of the following steps:

1. The challenger C' generates a pair of keys (sk, pk) <— G(17), and sends pk
to A.

2. A picks and sends to C' a database f = (fo,..., fn_1) of n elements with

length ¢.

C encrypts the database with pk and sends it back to A.

4. (Challenge phase:) A picks and sends to C two index and value pairs
(x5, u8), (x7,yF). C picks b, < {0,1}, and executes the PIR-writing proto-
col with input (x},y;), with A playing the role of the server.

5. A outputs her guess b’ € {0,1} for b,.

©w

Note that here we do not have a query phase, since in our one-message
protocols the malicious server can just play the PIR-writing part with herself.
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(Recall that the database she has is encrypted by using client’s public key.) The
situation is different in say [2] where the client of the PIR-writing protocol had
to known the current value of the modified database element.

Definition 1 (Client-privacy of PIR-writing). Let the adversary’s advan-
tage in the previous game be

Adv(17) =

1

We say that a PIR-writing protocol is client-private, if for all probabilistic-
polynomial time adversaries A, Adv 4(1%) is a negligible function (in k).

Previous PIR-Writing Protocols. In a trivial (two-message) linear-
communication protocol, the server sends the encrypted database back to the
client, who updates the xth element, re-encrypts other elements, and sends the
new encrypted database back to the server. Another linear-communication PIR-
writing protocol can be based on an arbitrary additively homomorphic public-key
cryptosystem as follows. The client and the server first execute an (n,1)-CPIR
protocol, so that the client obtains the current value of f,. Then client forwards
to the server n ciphertexts c;, where ¢, decrypts to y — f, and other c;-s decrypt
to 0. The server multiplies the encryptions of f; with the ciphertexts c;, this
clearly correctly updates the database.

The first sublinear-communication PIR-writing protocol was proposed in [2].
Essentially, it uses the bilinear-pairing based cryptosystem of [1] to send 2 - \/n
ciphertexts ¢} and c¢//—such that the decryption of ¢; is equal to the product of
decryptions of c; and cg’ —instead of n ciphertexts as in the previous protocol.
Thus, this protocol has communication complexity O(y/n) to modify one bit
of a database. Clearly, by repeating the protocol, one will have a PIR-writing
protocol with communication complexity O(¢ - v/n) for modifying ¢ bits.

A way to decrease the communication complexity for larger ¢ was proposed in
an unpublished eprint [3]. The solution consists of a pair of amortized protocols
that have communication complexity O(v£1+® - n-polylog(n)) (where o € (0, 1)
is a constant) for modifying ¢ bits of the database. The idea is to encode an n-bit
database as a Dn-bit “virtual database” shared on M different servers by using
unbalanced lossless expander graphs. One of their protocol achieves the claimed
amortized communication complexity for any arbitrary bit modifications, while
the other one achieves the same amortized communication complexity only when
flipping a 0 bit into a 1 bit. All protocols from [2,3] use the BGN cryptosystem [1]
as cryptographic primitive, so their security is based on the hardness of subgroup
decision problem [1].

A drawback of the protocols from [2,3] is that the client has to know the
current value of f, before applying their protocols. Thus, the client has to use a
communication-efficient CPIR protocol [10,8] first to retrieve f,. This increases
both the computational and communication complexity. Most importantly, this
means that the protocols of [2,3] have more than one message.
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| Epk (Epk(Epk(f6)))

Figurel. Left: the BDD Ps(x,y, fs) that returns y if z = 6, and returns fe otherwise.
The BDD outputs y only if o = 0, z1 = 1, z2 = 1 and xz3 = 0. Right: the BDD Ps
that is actually used in the new PIR-writing protocol. Here n = 16 and m = 4.

Finally, in [13], the authors studied the same problem in a different,
information-theoretic setting with multiple databases.

3 New PrivateBDD-Based PIR-Writing Protocol

The first new PIR-writing protocol is based on the cryptocomputing protocol
PrivateBDD of Ishai and Paskin [9]. Thus, it is based on an (2, 1)-CPIR protocol
of Lipmaa [10] and in particularly on a length-flexible additively-homomorphic
cryptosystem P = (G,E, D). Briefly, in this protocol the server constructs a
binary decision diagram (BDD) P;(x,y, m) for the function

N y, T=i,
gi(x,y,y) = J o et

(Here, we assume that n is implicitly fixed.) Denote m := [log, n]. Recall that
T = (1'0, cooyTym—1 and y = (yOa s aylfl)~

Lemma 1. Let i be known and fized. Then the functionality g;(x,y,y’) can be
implemented by a BDD P;(x,y,y’) of size and length m = (1 4 o(1)) logy n.

Proof. Formally, P;(x,y,y’) consists of m nodes V;, i € {0,...,m—1}, such that
the ith node is labeled by z;. It also has two sinks labeled by 3 and 3. Moreover,
there is an x;-edge from V; to V;41 for ¢ < m — 1, and an x;-edge from V,,,_1 to
the sink labeled by y. Finally, there is an (1 — x;)-edge from every V; to the sink
labeled by 3. O

As an example, Ps(z,y, fo) is depicted by Fig. 1, left.

In the nonprivate version of the resulting PIR-writing protocol, the server
just sets in parallel f; < g;(z,y, f;) for every i € {0,...,n — 1}. (She can do it
by using the BDD P;, or by any other means.)

In the new PrivateBDD-based PIR-writing protocol, the server has to use a
slightly different BDD P, as depicted by Fig. 1, right. Namely, due to the design
of the PrivateBDD protocol, the siblings of any internal node have to have the
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same length. This is necessary to protect client’s privacy. See Sect. 2.1 and [11]
for more discussion. Since the value of the 0-sibling of the source on Fig. 1 is of
form Epk (Epk(Epk(+))), the easiest way to achieve the same length for the 1-sibling
is to use Epk(Epk(Epk(f6))) as the value of its 1-sibling. The formal description
of P; follows straightforwardly, and we will omit it.

Now, the server uses the PrivateBDD protocol with P, to update the en-
crypted version of f;, given encryptions of x, y and an encryption of the old
version of f;. Thus, instead of sending the output back to the client, as in the
original PrivateBDD protocol, the server uses it to update a value that is pri-
vately held by herself.

A formal protocol description of the new PrivateBDD-based PIR-writing
protocol follows. Note that since we use a length-flexible cryptosystem, we can
have ¢ > k.

PrivateBDD-Based New PIR-Writing Protocol

Common inputs: Database size n, m < [logy n], element length ¢.
Client’s inputs: Secret key sk, 2 = (zo,...,Zm_1), ¥ € {0,1}%.

Server’s inputs: Public key pk, ¢ = (co,...,cn—1), Where ¢; is a multiple-
encryption of f;.
Server’s private output: Updated database ¢’ = (cf,...,c;,_;), where ¢} is

a multiple-encryption of updated fj’

1. Client sends to the server Ep(z;), for ¢ € {0,m — 1}, and Epk(y).
2. The server does:
(a) For ¢ € {0,...,n — 1}, the server executes PrivateBDD by using
Py(x,y,¢;), and sets c; to be equal to its output.
(b) The server stores ¢ = (¢, ..., c,_1) as the new database with elements

having length ¢/ < ¢+ « - [logy n].

Security. We claim the client-privacy only in the special case when the Pri-
vateBDD protocol is based on Lipmaa’s (2,1)-CPIR protocol from [10]. Obvi-
ously, this result can be generalized if other communication-efficient (2, 1)-CPIR,
protocols were to be constructed.

Theorem 2. 1) The PrivateBDD-based PIR-writing protocol is correct.

2) If the Decisional Composite Residuosity assumption [14] holds, then the
PrivateBDD-based PIR-writing protocol is client-private in the presence of a
computationally-bounded malicious server.

Proof (Sketch.). 1) The correctness of the PrivateBDD-based PIR-writing pro-
tocol follows from the correctness of the PrivateBDD protocol by Ishai and
Paskin [9], and from the correctness of the BDDs P;.

2) The DJO1 cryptosystem used in the this PIR-writing is known [4] to be
CPA-secure under Decisional Composite Residuosity Assumption [14]. Because
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Lipmaa’s (2,1)-CPIR is BDD-friendly and CPA-secure, the CPA-security of the
PrivateBDD follows from a standard hybrid argument. ad

Efficiency. Assume that the database elements have length £. Recall that we
are using the Damgard-Jurik cryptosystem [4]. Then before the first run of the
PIR~writing protocol, the server has a database of once-encrypted elements that
have size (s + 1)k, where s = [¢/k]. The output of the PrivateBDD protocol, as
modified by Lipmaa [11], is a multiple encryption of the actual value of corre-
sponding BDD sink value, where the number of multiples is equal to the depth
of the BDD, that is, to m = [log, n] in this concrete case. Therefore, after every
update, the (multiple-encrypted) database elements kept by the server increases
by m - k bits.

More precisely, the first run of the PIR-writing protocol has communication
complexity

<(m+1)-(len(P)x +£) = (m* +m) -k + (m+ 1)L .
The new database has elements of size
(s+m+1)-k<(m+1)-k+/¢
and thus the next update protocol has communication
(m*+m)-k+(m+1) - (me+r+10) .
Analogously, the jth update protocol has communication
(m* 4+ m) -k + (m+1)(jme + jr +£) ,

and thus the first u protocols have total communication

I
-

u

u(m? +m)-k+ (m+1)Y (jmk+ jk +£) = O(mul + m?u’k) .

<
I
o

Since the working time of the PrivateBDD protocol is proportional to the
size of the BDD, the computation of the new PrivateBDD-based PIR-writing
protocol is dominated by n - (2m — 1) public-key operations, where the cost
of public-key operations increases after every update. Here, m — 1 public-key
operations come from the need to multiple-encrypt every database element f;,
so that it would have correct length to be on the correct layer of P,. However,
since we do not care about server’s privacy at all, P; can be simplified: instead
of an j-times encryption of f; we just use a suitably padded once-encryption of
fi- Thus, we have proven the next result:

Lemma 2. The amortized communication complezity of the first u updates of
the PrivateBDD-based PIR-writing protocol is O(ul -logn + u?k - log? n), and its
computational complexity is dominated by nm ~ n -logy n public-key operations,
where the cost of a single public-key operation depends in £, and increases with
every update.
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Comparison to Previous Work. This protocol is more communication-
efficient than the PIR-writing protocols of [2,3] if u = o(V/¢1+ - n - polylog(n)).
Unfortunately, during this protocol the database kept by the server will increase
in length, and therefore every new update will be more and more expensive. This
can be partially solved by letting the client and the server refresh the database
after every (say) +/n updates.

However, importantly, this new PrivateBDD-based PIR-writing protocol does
not use pairings. In particular, it relies on the classical Decisional Composite
Residuosity assumption [14] which is by far the weakest security assumption
under which a nontrivial PIR-writing protocol is known. Even in the trivial
PIR-writing protocol, the database has to encrypted by using a CPA-secure
public-key cryptosystem. It is conceivable that this cryptosystem must be addi-
tively homomorphic to allow the client and the server to execute some additional
simple cryptocomputing protocols on encrypted database. In such a case, the
PrivateBDD-based PIR-writing protocol comes “free” in the sense of security,
adding no extra security assumptions.

3.1 Write-Optimized PrivateBDD-Based PIR-Writing Protocol

Clearly, the client’s write requests can be seen as program code that modifies the
database. In the previously presented PrivateBDD-based PIR-writing protocol,
the server applies the client’s program (BDD) to her database and stores the
program outputs as the new database. Unfortunately, the program’s outputs are
multiple-encrypted and thus the new database will have longer elements.

Given this interpretation, it is easy to see that one can optimize the presented
PIR-writing protocol as follows. The server will not run the client’s program
(BDD) at every run of the PIR-writing protocol. Instead, she will append it
to the list of previous “programs”. More precisely, the server will just store all
client’s messages as follows.

Write-Optimized PrivateBDD-Based PIR-Writing Protocol

Common inputs: Database size n, m < [log, n], element length ¢.
Client’s inputs: Secret key sk, z = (2o, ..., Zm_1), ¥ € {0,1}%.

Server’s inputs: Public key pk, ¢ = (co,...,c,—1), where ¢; is an encryption
of fj'

Server’s private output: Updated state state. Initially state is empty string.

1. Client sends to the server C' < Ep(x;), for i € {0,m—1}, and D < Ep(y).
2. The server does: Set state < statel||C.

In the corresponding CPIR protocol (that reads an element from the
database), the client sends his query to the server, who then applies all stored
programs to it, and to the database:



Two New Efficient PIR-Writing Protocols 15

CPIR Protocol Corresponding to Write-Optimized PIR-Writing

Common inputs: Database size n, m < [logy n], element length ¢.
Client’s inputs: Secret key sk, x.

Server’s inputs: Public key pk, ¢ = (¢, ..., cn—1), where ¢; is an encryption
of f;, and state = (C1, D1)|]...[|(Cu, D).

Client’s private output: Current value of f,.

1. Client sends to the server the query of CPIR protocol.
2. The server does:
(a) Fori € {0,...,n—1}:
i. Let cp,; + ci.
ii. For j € {1,...,u}: execute PrivateBDD by using Pi(x,y,cgfl’i),
and set c;»)i to be equal to its output.

3. The server executes server’s part in the CPIR protocol by using database

e, =(Chayeey o)

Note that this variant achieves very fast writing (and also, good memory
efficiency) by offloading computational cost to the reading phase. This solution
is good, for example, when the client updates his database often but needs to
read its values quite rarely.

4 New FH-Based PIR-Writing Protocol

In this section, we describe another PIR-writing protocol that is based on a
fully-homomorphic cryptosystem P = (G, E, D). First, we need the next result.

Lemma 3. Assume i is known. Let eq;(x) =1 if i = x, and let eq;(z) = 0 oth-
erwise. Then a server who knows Eyx(x;), for 0 < j < m, can homomorphically
evaluate Epc(eq;(x)) by using a circuit of size m — 1 and of depth [log, m].

Proof. The circuit has m leaves, labeled by x;’ for 0 < 7 < m, where x? =-x; =
1—2x;, and :1:]1 = x;. This can implemented with almost no cost: if i; = 1, then
the server inputs Epk(x;) to the gate; if i; = 0, then the server inputs Ep (1 — ;)
to the gate. After that the server “AND”-s all m inputs together by using m — 1
AND-gates arranged in a circuit of depth [log, m], as depicted by Fig. 2. Finally,
a 2-fan-in AND-gate can be implemented by setting Epx(a A b) = Epk(a) - Epk(D).

O

The server then cryptocomputes the value of
Epk(f7) = (Epk(y) — Epk(fi)) - Epk(eq;(2)) + Epk(fi) (1)

and then replaces Ep(fi) with Epe(f).
This idea can be obviously extended to ¢-bit database elements, although
then every bit f;;, 0 < j < ¢, of every database element f;, 0 < i < n, has to be
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Figure2. Circuit eq, for comparing « and ¢. Here, n = 16 and thus m = 4. Moreover,
=xifi=1l,andz*=1—2xifi=0

encrypted separately. On the other hand, the circuit eq; has only to be evaluated
once per every i € {0,...,n — 1}. The full protocol description follows.

FH-Based New PIR-Writing Protocol

Common inputs: Database size n, m < [log, n], element length ¢.
Client’s inputs: Secret key sk, 2 = (zo,...,Zm_1), ¥ € {0,1}%.

Server’s inputs: Public key pk, ¢ = (¢coo, . .., cn—1,0-1) Where ¢;; = Epc(fij)-
Server’s private output: New updated database ¢’ = (cyg, .-, ¢, 1, 1)

1. The client sends (Epk(20),. .., Epk(@m—1)) and (Epk(v0), .- ., Epk(ye—1)) to
the server.

2. The server does in parallel for i € {0,...,n — 1}:
(a) The server runs encrypted circuit b; < Epk(eq,(x)).
(b) For 0 < j < ¢, the server computes and stores

cij < (Epk(y;) — cij) - bi +cij

(c) (If needed,) the server bootstraps all values c}; to decrease the noise.

Theorem 3. Assume that the underlying fully-homomorphic cryptosystem is
correct and CPA-secure. Then the new FH-based PIR-writing protocol is correct
and client-private. Moreover, it has communication complexity O(k -logn + kf),
and its computational complexity is dominated by O(n -logn+£-n) applications
of Gentry’s cryptosystem. (Here we do not count the cost of bootstrapping.)

Proof (Sketch.). Correctness follows from the correctness of the fully-
homomorphic cryptosystem, and from the correctness of the circuit for eq,.
Moreover, since the depth of the circuit used inside the FH-based protocol is
only = log, log, n (which is never larger than 5 is practice), we can freely assume
that there is no need to bootstrap the circuit before the end of the PIR-writing
protocol.
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The client-privacy of the FH-based PIR-writing protocol follows from the
CPA-security of the fully-homomorphic cryptosystem by a standard hybrid ar-
gument with m + £ games. Again, the security is even achieved for computation-
ally bounded malicious server. The efficiency is clear. a

Comparison to Previous Work. The FH-based protocol has (asymptotically)
optimal communication complexity, and differently from the PrivateBDD-based
protocol, the database elements do not grow in length after every update. On the
other hand, it is based on a fully-homomorphic cryptosystem, and all existing
fully-homomorphic cryptosystems rely on relatively new security assumptions.
Moreover, the necessary bootstrapping step makes it computationally less effi-
cient.

Further Work. The concept of PIR-writing is somewhat similar to the con-
cept of oblivious RAM, where the distribution of client’s read/write queries to
the server must be completely independent of the read/write queries the client
actually intends to do. Formally speaking, in the oblivious RAM setting, the
adversary sits inbetween the client and (honest) server, but has access to all
the queries. It is known [12], that one can implement oblivious RAM with a
polylogarithmic overhead. We leave it as an interesting open question whether
the techniques of [12] can be used to construct (even more) efficient PIR-writing
protocols, or our techniques can be used to construct more efficient oblivious
RAM protocols.
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