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Abstract Various information-theoretically secure Multi-Party Computation
(MPC) schemes have been proposed over some finite field ' or some finite ring
R. A function f that can be evaluated on MPC is usually represented by boolean
or arithmetic circuits. In general, the function class that have constant-depth arith-
metic circuit is studied. Additionally, some literatures show that one can represent
any formulas and branching program by low-degree randomizing polynomials,
which can be evaluated in constant rounds. However, these approaches have their
limitations, and it is not easy to construct the optimal branching program for a
complex function. Therefore, it is not obvious how to efficiently perform oblivi-
ous sort in constant rounds, but oblivious sort is one of the most important prim-
itive protocols for MPC in practice. In this paper, we are going to show several
constant-round O-error oblivious sorting algorithms, together with some useful
applications.

Keywords. Secure Multi-party Computation, Constant-round, Oblivious Sort,
Information-theoretic Security

1 Introduction

In a secure Multi-Party Computation (MPC), n players want to compute an
agreed function of their inputs in a secure way such that it guarantees the cor-
rectness of the output and the privacy of the players’ inputs. Some players (par-

ties) are dishonest or malicious. Let x1, 2, -+ ,x, and y1,¥y2, -+ ,yn to be
the corresponding inputs and outputs of parties Py, Po, - - - , Py, respectively. A
(randomized) function is defined as f(x1,x2, - ,zn;[r]) = (Y1, Y2, s Yn)s

where r is a uniformly random value unknown to all parties. Yao’s million-
aires’ problem [Yao82] is a famous problem that used to introduce secure two-
or multi-party computation and Secure Function Evaluation (SFE). Many kinds
of solutions are proposed to solve these problems, such as Yao’s garble cir-
cuit [Yao82]. A wide range of literatures offered solutions based on homo-
morphic encryption schemes, and a new type of crypto-computing method that
based on Branching Program (BP) is introduced in 2007 [IPO7]]. Recently, Fully-
Homomorphic Encryption (FHE) schemes enjoy their popularities, such as Gen-
try’s FHE based on lattice [Gen09]. However, they are rarely used in practice
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due to efficiency reasons. On the other hand, practical implementations of se-
cure MPC have been developing recently [DGKNO9IBLWO0S]].

A typical MPC scheme, e.g.[RBO8Y], is based on (verifiable) linear secret
sharing, and n parties have shared values x1, z2,- - - , x,, over some finite field
F or some finite ring R. Without loss of generality, denote K = Zy, then
f + K™ — K". The function f can be computed securely on the shares via a net-
work with pairwise secure channels. Particularly, we are interested in constant-
round information-theoretically secure MPC. In terms of efficiency, round com-
plexity E] is widely used for MPC performance evaluation, because the main
costs for MPC algorithms are network delays, especially via asynchronous In-
ternet. It is an open question to determine which functions can be efficiently
computed with information-theoretic security on shares, using constant-round
protocols. In general, the function class that have constant-depth arithmetic cir-
cuit is studied. In paper [CEFIKO3UIKO02], the authors showed that one can rep-
resent any formulas and branching program by low-degree randomizing poly-
nomials over some finite field IF or some finite ring R, which can be evaluated
in constant rounds. However, these approaches have their limitations and it is
not easy to construct the optimal branching program for a complex function.
On the other hand, papers [DFNTO3IDFK 06| show how to do equality-check,
comparison, bit-decomposition and unbounded fan-In symmetric functions in
constant-round over finite field F. But it is not obvious how to efficiently per-
form oblivious sort in constant rounds by using these elementary protocols.
Nowadays, most oblivious sorting protocols use compare-swap block together
with oblivious sorting networks, such as AKS sorting network [AKSS&3]]. Very
few literatures [CKMHOY/|] proposed specifically designed oblivious sorting al-
gorithm or comparator network for MPC. In this paper, we are going to pro-
pose several information-theoretically secure constant-round oblivious sorting
algorithms for MPC, together with their applications in secure (M + 1)st-price
sealed-bid auction and obfuscated shuffle..

Sealed-bid auction is getting increasingly popular recently, for it preserves
the privacy of losing bids after auction closes. It is proved that (M + 1)st-price
sealed-bid auction satisfies incentive compatibility, i.e. the dominant strategy is
for a bidder to bid his/her true valuation [WWW98|]. Assume there is a set of
L single-unit bids, in which M are sell offers and N = L — M are buy offers.
(M —+ 1)st-price auction rule says that the winner pays the (M + 1)-th bid. Note
that the (M + 1)-th price is undefined if there is no buyer. For the case that
M =1, it is the same as the second-price auction. (M + 1)st-price sealed-bid

"In general, the round complexity of MPC is proportional to the multiplicative depth of an
arithmetic circuit to evaluate the function f.
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auction problem is essentially finding the highest and the (M + 1)-th highest
value, which can be simply solved by oblivious sort.

Obfuscated shuffle problem has been thoroughly studied in the context of
e-voting with mix-nets [Cha81|Wik04|] and onion-routing [CLOSIMTHKOO].
These solutions propagate encrypted messages through a network of servers to
achieve unlinkability at the endpoint. In our context, we need multi-party com-
putation protocols that shuffle secret shared values. A protocol that runs between
a list of machines Py, - - - , P, perform a mix-net, and the parties Py, --- , Pp,
are referred as mix servers. Input is a list of messages My, - - - , M,,, and output
of the mix-net is a obfuscated permutation of the messages M (1), -+, Mz(n)s
where 7 is unknown to everyone. As another application, we can assign each
input message a random number, and the obfuscated shuffle can be achieved in
constant rounds by sorting the messages according to their associated random
numbers.

Notations Throughout the paper we use the following notations. The message
space is denoted by K or depending on a context. Denote input array size by n
and number of parties by m. P; stands for the ¢-th party. Denote shares of value
a € K as [a] and a share held by P; as [«];. In some protocols, R is the range
of numbers to be sorted, and particularly, we assume that the numbers are from
[0, R]. Let COM([z], [y]) be the comparison circuit, s.t.

x>y
<y

com(lal. 1) = {

Denote Split as the bit-decomposition protocol that decomposes a share value
into a vector of shared bits. Although comparison can be used for equality check
in general, we only want to check whether a shared value is equal to a public
value, which can be implemented by unbounded fan-in AND circuit. (c.f. Sect[5]
below) Let EQ([z], y) be equality-check circuit, s.t.

1] =1y
EQ([z],y) = { L
Let Tad, Tmuls Tand» Tors Teqs Tcom and Thq be the round complexity of addition,
multiplication, unbounded fan-in AND, unbounded fan-in OR, equality-check,
comparison and bit-decomposition protocol of the underlying secure MPC, re-
spectively.

Our Contributions We proposed several constant-round oblivious sorting al-
gorithms for MPC with different properties. Table [I] illustrates the compari-
son bewteen some widely used oblivious sorting algorithms and our schemes,
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in terms of round complexity and communication & computation complexity.
As applications, we also show how to use our sorting algorithms in secure
(M +1)st-price sealed-bid auction protocols and mix-net from obfuscated shuf-
fle.

| Sorting Scheme [ Rounds [Comm. Complexity[ Comp. Complexity
AKS Sorting Network [AKS83]] | O(logn) O(nlogn) O(nlogn) COM
Balanced Sort [DPSR83] O(log”n)]  O(nlog®n) O(nlog®n) COM
Randomized Shellsort [Goo09]] | O(logn) O(nlogn) O(nlogn) COM
Oblivious Sort for MPC [JKULL]|O(log” n)|  O(nlog” n) O(nlog®n) COM
Sect. |5 o(1) O(Rn) O(n + R) Split + O(Rn) AND
Sect. [6) o) O(Rn) O(Rn) COM
Sect. |7 o(1) O(n?) O(n%) COM + O(n?)EQ

Tablel. Comparison of well-known oblivious sorting networks and our three
new sorting algorithms for MPC. R is the range of numbers. COM is compar-
ison, Split is bit-decomposition, EQ is equality-check and AND is unbounded
fan-in AND gate.

2 Related Works

A (multi-terminal) Binary Decision Diagram (BDD, also known as a branch-
ing program, [Weg00]) is a fanout-2 directed acyclic graph (V, £). A language
has a polynomial-size branching program if and only if it belongs to the com-
plexity class L/poly [Cob66], that is, if it can be decided by a nonuniform
log-space Turing machine. In paper [IKO2], the authors proposed a technique
that representing any binary decision diagram by low-degree randomizing poly-
nomials over field F. And later, in paper [CEFIKO03|], the authors generalized the
randomizing polynomial approach to ring R. For evaluating a binary decision
diagram of size size(P), the computation and communication complexities are
around size( P)2. However, this approach has its limitations, and it is not easy to
construct the optimal branching program for a complex function.

As regarding to general oblivious sorting algorithms, research interests are
focus on how to achieve asymptotically optimal complexity, i.e. O(nlogn).
AKS [AKS83|| sorting network is the first famous oblivious sorting network,
whose computational complexity is O(n log n) compare-swap blocks. However,
its constant factor is more than 6000 and it is quite complicated to implement.
In practice, a lot of well-known oblivious sorting algorithms with O(n log? n)
complexity are used in secure MPC systems, such as balanced sort [DPSR83]
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and Batcher’s bitonic sort [Bat68]]. One can easily build an oblivious compare-
swap block based on comparison circuit COM in MPC. Assume ([C], [D]) <
ComSwap([A4], [B]), s.t. C = min(A, B) and D = maz(A, B). One possible
implementation could be as follows:

[C]=[A] - (1 — COM([A], [B])) + [B] - COM([A], [B])
[D] = [A] - COM([A], [B]) + [B] - (1 — COM([A], [B]))

So those algorithms require at least O(log? n) rounds. In 2009, a new simple
oblivious sort called randomized Shellsort is introduced by Goodrich [[Goo09].
The sorting algorithm achieves O(nlogn) complexity, and it can finish with
O(logn) rounds. However, it is not guaranteed to sort, there is a small proba-
bility that the output array is not well sorted. The authors call it dirtiness, and
we call it e-error in this paper. Therefore, it is not very convincing to use ran-
domized Shellsort for secure (M + 1)st-price sealed-bid auction, but it still can
be used to generate random permutations. Very recently, Kristjan Valur Jénsson
et al. [JKU11] showed an oblivious sorting algorithm that is designed for MPC,
and it uses O(nlog®n) comparisons in O(log®n) rounds with practical con-
stants.

3 Preliminaries

Share Computing A typical MPC is based on a threshold linear secret sharing
scheme, e.g. Shamir secret sharing scheme [Sha79]. Due to the linearity, parties
can obliviously evaluate various linear combinations by doing local manipula-
tions with shares. For all other operations, parties must execute secure multi-
party protocols, which convert input shares to the shares of desired output with-
out leaking any information about inputs. In particular, let [z] - [y] = [z - y] de-
note output shares of a secure multiplication protocol. Then all other operations
can be decomposed into multiplications and additions. The exact construction
of a multiplication protocol uses the specifics of the underlying secret sharing
scheme. For instance, the VIFF framework relies on properties of Shamir secret
sharing [Sha79], whereas SHAREMIND uses tailor-suited solution for additive
secret sharing [BLWOSIBNTW10]].

Adversarial model. For clarity and brevity, we consider only the static corrup-
tion model where adversary specifies parties to be corrupted before the protocol
starts. The adptive model could be sometimes more adequate in reality. How-
ever, the complexity of the formalism would carry us away from the core of our
ideas. Although the list of tolerated adversarial coalitions can be arbitrary, share
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computing systems can achieve information theoretical security is only if the
condition Q2 is satisfied in the semihonest model and the condition Q3 is sat-
isfied in the malicious model [HMOO]. Recall that the condition Q2 means that
any union of two tolerated adversarial coalitions is not sufficient to corrupt all
parties and the condition Q3 means that any union of three tolerated adversarial
set are not sufficient. In the case of threshold corruption, the conditions Q2 and
Q3 imply that the number corrupted parties is strictly below 3 and 3.

Universal composability. As formal security proofs are rather technical, secu-
rity proofs are often reduced to the security properties of sub-protocols. More
specifically, one must assume that all sub-protocols are universally composable
to automatically deduce security of a compound protocol. Although the formal
definition of universal composability is rather complex, the intuition behind it
is simple. Let o(-) be a global context that uses the functionality of a proto-
col 7. Let 7° be an idealized implementation, where all computations are done
by trusted third party who privately gathers all inputs and distributes the re-
sulting outputs. Then we can compare real and ideal world protocols o(r) and
o(m°). A protocol 7 is universally composable if for any real world adversary
A there exist an adversary .A° against o(7m°) with comparable complexity and
success rate. That is, the joint distribution of all outputs in the real and ideal
world must coincide for all input distributions. As a result, if a compound pro-
tocol consisting of several instances of 7° preserves security if we replace 7°
by 7. The latter means that we combine universally composable sub-protocols
without any usage restrictions, e.g., execute them in parallel. See the standard
treatments [CanO0/PSWO0O] for further details.

Achieving universal composability in the semihonest model is rather
straightforward, most share computing protocols satisfy this including the pro-
tocols used in SHAREMIND and VIFF [BLWOSlvif]. Theoretical constructions
for malicious model do exist [DGKNQ9], but these are not widely used in prac-
tical systems, yet.

Security against active adversaries. In this work, we explicitly assume that
share-computing uses two-level secret sharing [CMOO], where the shares [x];
of shared values are shared again. Essentially, if P; is honest then the malicious
adversary is guaranteed to learn nothing during these proofs. The second level
secret sharing scheme is commonly referred to as linear distributed commitment
and it satisfies both perfect binding and hiding properties. As shown in [CMOO]],
security against an active adversary can be achieved with three auxiliary proto-
cols: commitment transfer protocol (CTP), commitment sharing protocol (CSP)
and commitment multiplication protocol (CMP). CTP allows to transfer a com-
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mitment for a secret from one party to another, CSP allows to share a committed
secret in a verifiable way such that the parties will be committed to their shares,
and CMP allows to prove that three committed secrets a, b and c satisfy the
relation ¢ = ab.

Counting Sort and Bead Sort Counting sort [Knu98|] was created by Harold
H. Seward in 1954. It is used to sort an array of numbers with discrete values,
especially integers. Counting sort works with complexity O(n + R). During
the counting sort, it first creates an array of counters. It then scans the input
array once, increasing the corresponding counters one by one. At the end, it
reconstructs the elements into output array, according to the counters.

Bead sort is a kind of natural sorting algorithm specifically for sorting nat-
ural numbers [ACDO02]]. The counting frame looks like an abacus that has rods
and beads. Each numbers are represented as beads, e.g. 5 beads for number
5. For instance, the left matrix illustrates input numbers 4, 3, 5,1, 3, where 1
stands for bead and 0 stands for empty space. From top-down, there are 4 beads,
3 beads, 5 beads, 1 beads and 3 beads in each layer, respectively. Due to gravity,
the beads fall down automatically, as the right matrix shows. Then if we read
from top-down, the sorted numbers are 1, 3, 3, 4, 5.

11110 10000
11100 11100
11111 == 11100
10000 11110
11100 11111

The authors constructed some special hardware to simulate such natural
falling, while if we implement bead sort in software, its complexity is still
around O(Rn). To sort numbers ag, - - - , a,—1, the best complexity with soft-

ware implementation is O(S), where S = Z;:ol a;.

4 Unbounded Fan-in AND Gate

It is possible to evaluate unbounded fan-in AND gate with constant rounds.
As shown by Damgérd et al. [DENTO3IDFK ™ 06], there is a technique to eval-
uate unbounded fan-in multiplication in constant rounds. Assume we want to
compute [s] = Hle[[ai]], where a; € F*. We can first generate random in-
vertible pairs as follows: randomly pick ([b], [¢]) < F* x F*; Compute and
open d = [b] - [c]; Compute d~!, then [b] and [b~'] = d~! - [c] give us a
random invertible pair. To compute unbounded fan-in multiplication, we first
generate random invertible pairs ([bo], [b5']), - - , ([b&], [b), ']). Compute and
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open ¢; = [bi—1] - [a;] - [b; ] fori € {1,---,k}. Comute d = Hle ¢ =
bo(Hf-C:1 a;)b; ', and then return [s] = [by '] - d - [bk].

Armed with unbounded fan-in multiplication, one can evaluate unbounded
fan-in AND gate, denoting as A", [e;], where e; € {0, 1}. Because ¢; € {0, 1},
then > ;" [e;] € [0,m]. Thus, [Y] = O°7 Jei] +1) € [I,m+ 1] C F*. It
is possible to use Lagrange interpolation to construct a polynomial P(X) =
Sl X st P(5) = 0 for j € {1,2,---,m} and P(m 4 1) = 1. Note
that «; are public, and we can use constant-round unbounded fan-in multiplica-
tion to compute Y2, - - - , Y™ 1 Therefore, we can evaluate polynomial P([Y])
in constant rounds as well.

This technique can not be efficiently generalized to MPC over ring R. How-
ever, for unbounded fan-in AND gate and OR gate, we can simply reduce them
to equality-check.

Theorem 1. There exists constants c1,c2 > 0 S.t. Tand = C1 - Teq aNd Tor =
C2 - Teq for any MPC over linear secret sharing scheme.

Proof. Let T,q be the round complexity for compute [z] + [y]. Due to linearity
of the shares, we have 7,q = 0. Tapq 1S the round complexity of unbounded fan-
in AND gate, i.e. « = A", [e;], where e; € {0, 1}. It is obvious that we have
a = EQ(X_%,[ei], m). Similarly, 7, is the round complexity of unbounded
fan-in OR gate, i.e. 5 = \/]~,[e;], where e; € {0,1}. So we have § = 1 —
EQ(> ", [ei], 0). Note that we assume [0, m| C K, the same as Damgard ez al.
did in [DENTO5IDFK ™ 06]. O

5 Constant-Round Oblivious Counting Sort

In a typical secure MPC, the underlying secret sharing scheme is over some
finite field I or some finite ring R. Thus, by its nature, the values are discrete
and in limited range. It is a good scenario to use counting sort, but we have
to make it oblivious. Alternatively, we can simulate bead sort in software and
make it oblivious. It turns out that both methods converge to the same algo-
rithm during our research. Assume that there is an input array A to be sorted,
where A[i] € [0, R] fori € {0,1,---,n — 1}. Alg.[I]depicts a constant-round
oblivious counting sort that requires (n + R) constant-round bit-decomposition
sub-protocol(, e.g. [DENTOSI,) calls and 2Rn constant-round unbounded fan-
in AND gates. How to evaluate such unbounded fan-in AND gate in constant
rounds is already shown in Sect.

Analysis and Examples In the first step, it compares each A[i] with all the pos-
sible values in [0, R]. It first de-composites A[i], and then it uses unbounded
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Algorithm 1: Constant-Round Oblivious Counting Sort

Data: Array [A[0]],--- , [A[n — 1]]
Result: Sorted array [A[0]],- - , [A[n — 1]]
1. fori € {0,--- ,n—1} do

t = |log R].
for j € {0,--- ,R} do
Let boby - - - b to be the binary expression of j.
for k € {0,--- ,t} do
if by = O then
| lew] =1 — [Ax[d];

end
if b, = 1 then
| lex] = [Axl]l:
end
end

[Ci] = Ni—olex]s

end
end
2. forj € {0,--- ,R} do
| Sl = Zho; i [Cils
end
3. forj € {0,--- ,R} do

where m = |logn].
fori € {0,--- ,n—1}do
Let bob1 - - - by, to be the binary expression of 7.
for k € {0,--- ,m} do
if b5, = O then
| lex] =1 =[Skl
end
if b;, = 1 then
| lex] = [Skl511;
end
end

[E: ;] = Niolexl;
end

fori € {0,--- ,n—1}do
| [Dis] = XulilBiul;
end

end
4. fori e {0,--- ,n—1}do
| [Aln—i— 1l =X [Dis] - 1
end
5.return [A[0]],--- ,[A[n — 1]];

Call bit-decomposition protocol {[Ao[#]], - - - , [Ae[é]]} < Split([A[¢]]), where

Call bit-decomposition protocol {[So[j]], - , [Sm[7]]} < Split([S[F]] — 1),
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fan-in AND gate to evaluate equality-check gate EQ([z], y). We did not write
equality-check gates explicitly in Alg.[I]in order to avoid unnecessary duplica-
tion of bit-decomposition sub-protocol calls. A stand alone equality-check gate
EQ([z],v) can be evaluated by Alg.

Algorithm 2: Equality-Check
Data: [z] and public y (z,y € [0, R])
Result: EQ([z], v)
1. Call bit-decomposition protocol {[zo], - - - , [x:]} + Split([z]), where t = |log R].
2. Let bobs - - - b, to be the binary expression of y.
fork € {0,--- ,t} do
if b, = O then
| len] =1 = [al;
end
if b, = 1 then
| lex] = [x]s

end

end
3. return [C] = Aj_,[ex];

Theorem 2. 7. < T,q + Tana for any MPC over linear secret sharing scheme.

Proof. There exists a construction to evaluate equality-check by using bit-
decomposition and unbounded fan-in AND, such as Alg[2] Therefore, it is clear
that 7. is upper-bounded by o = 7,q + Tana. O

Take input array A[6] = {3,4,1,0,2,1} as an example. After step 1, we
have the following left matrix C', where each row has exactly one position to be
1. Each column stands for values {0, 1,--- , R}. After the inner sum of step 2,
S* = {1,2,1,1,1}. Here, S*[j] are the counters in counting sort. In order to
make counting sort oblivious, we computes [S[j]] = Zgz ;5" [w]. After that,
S = {6,5,3,2,1}. However, implicitly, we can have matrix C’ during step 2,
and it is equivalent to bead representation of the numbers.

00010 11110
00001 11111
~llo1000 , 11000
“=lioo000 “=l10000
00100 11100
01000 11000
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During steps 3 and 4 in Alg.[I] it obliviously reconstructs the numbers back
to array A, according to the modified counters. It first compare the modified
counters S[j] — 1 with all the possible values [0, n — 1]. Consequently, we have
the follow matrices £ and D. In fact, we “visualize” the counters as bitmap D
in step 3. After step 4, we got sorted array A = {0, 1, 1,2, 3,4}.

00001 11111
00010 11110
00100 11100
E= 00000 b= 11000
01000 11000
10000 10000

Efficiency and Security We have to make sure that [0, maz(n, R)] C K, where
K is the message space of underlying secret sharing scheme. Although the sort-
ing algorithm needs O(Rn) memory, it minimize the communication cost, for
unbounded fan-in AND consumes much less communication than general com-
parison.

Theorem 3. Sorting algorithm Alg. || achieves UC security, and it terminates
after 2(Thq + Tand) rounds if the underlying MPC primitives are UC secure.

Proof. For round complexity, evaluating share addition takes 0 rounds without
communication cost in a typical secure MPC over linear secret sharing schemes.
The sequentially dependent steps in Alg. [T] are only twice bit-decompositions
and twice unbounded fan-in AND gates. Thus, it is clear that the sorting al-
gorithm takes 2(7pq + Tand) rounds. Note that 7,4 and 7,,q are constants that
independent to input size n [DENTOS].

In terms of security, it follows standard hybrid model under UC theorem
[Can01iCan00]. First, it is clear that this sorting algorithm is data-oblivious,
because its behavior is always scanning the whole arrays and matrices. In our
setting, if a tolerable subset of parties are corrupted, then each share comput-
ing protocol remains secure. Because of UC, we can replace them with ideal
functionalities, where a trusted third party 7 carries over the computations. We
only consider the malicious model here, and the security proof is analogous for
the semihonest model. We replace each share computing protocol with an ideal
functionality (i.e. F 44, Fsplit and Fanp), T privately collects input shares, re-
constructs the inputs, computes the output, and sends the shares of the out- put
back to the parties. In the resulting hybrid model, parties just use outputs as
inputs of other protocols and corrupted parties can only alter the shares of in-
termediate results. However, the security of share computing protocols implies
that the secret sharing scheme must be robust, i.e. the shared value can be still
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reliably reconstructed even if corrupted parties alter their shares. Consequently,
the actions of a malicious coalition do not change the outcomes of sub-protocols
in the hybrid model.

Hence, the resulting simulator construction S is straightforward. As S must
simulate the remain parties to corrupted parties, it can reconstruct the corre-
sponding input array from the shares sent from the parties and forward them
to 7. To simulate the outcomes of sub-protocols for the parties, S can simply
share 0 as many times as needed. This does not change the output distribution,
as a tolerated malicious coalition cannot distinguish between shares of differ-
ent values. For the simulation of the final result, S just forwards the shares of
sorted output array generated by 7 to the corrupted parties. The simulation is
perfect, because we have the same distribution in the ideal and hybrid world. As
the simulator is non-rewinding, the oblivious sorting protocol is also universally
composable, see the manuscript [Can00, p. 48-50] for further details.

O

6 Oblivious Arrayless Bead Sort

Since, sometimes, O(Rn) memory requirement is huge in Alg. (I} We are go-
ing to show how to get rid of the bitmap and simplify the sorting algorithm
in this section. As depicted in Alg. 3| the pseudo-code looks very efficient at
high level, and its minimum memory requirement is only O(R). Recall that
COM([z],y) = [1] if z > y; COM([x],y) = [O], otherwise.

Algorithm 3: Constant-Round Oblivious Arrayless Bead Sort
Data: Array [A[0]],- - , [A[n — 1]] (A[] € [0, R])
Result: Sorted array [A[0]],- - , [A[n — 1]]
1. forj e {1,--- ,R} do
|18, = X0 COM(LAL 5):
end
2. forie{1,--- ,n}do
| Al il = =F_, COM([S.]. ):
end
3. return [A[0]],- -, [A[n — 1]];

Analysis and Examples Take the same input array A[6] = {3,4,1,0,2,1} as
an example. n = 6 and R = 4. After step 1, we have the array of counters
{S; }le = {5,3,2,1}. S; is used to count how many numbers in input array A
is larger than or equal to j. Step 2 reconstructs the numbers obliviously accord-
ing to the counters. After step 2, we get the sorted array A = {0,1,1,2,3,4}.
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Efficiency and Security Again, we have to make sure that [0, maz(n, R)] C K,
where K is the message space of underlying secret sharing scheme. The obliv-
ious arrayless bead sort, Alg. [3] only needs R counters as minimum memory
requirement. However, in order to evaluate the algorithm in parallel, the actual
temporary memory usage is higher. The high level code looks very tidy, but
the real communication is higher than Alg.[T|by a constant factor. On the other
hand, since the sorting algorithm is very close to bead sort, we also can deal
with negative numbers with anti-gravity bead sort, i.e. all the 1-s raise up to the
ceiling for those columns corresponding to negative numbers.

Theorem 4. Sorting algorithm Alg. 3| achieves UC security, and it terminates
after 27com rounds if the underlying MPC primitives are UC secure.

Proof (Sketch). For round complexity, evaluating share addition takes O rounds
without communication cost. The sequentially dependent steps in Alg. [3] is
only twice comparisons. Thus, it is clear that the sorting algorithm takes 27
rounds. Here, 7o is constant that independent to input size n [DFKT06]. In
terms of security, it is clear that this sorting algorithm is data-oblivious, for it
only scans the whole array and counters. The security proof is very similar as
the proof of Theorem 3] and it follows standard hybrid model under universally
composability [Can01/Can0Q]. Since all the share computing sub-protocols are
UC secure, we can replace them with ideal functionalities. We skip straightfor-
ward simulator construction S for space limitation.

g

7 Sorting Key Indexed Data Structure

In this section, we are going to show how to construct a constant-round oblivious
sort that is based on comparison. In some cases, we do not only want to sort an
array of numbers, but also want to sort key indexed data structures. Denote D;
as an arbitrary shared data structure, e.g. a set of shared data. We want to sort
D; according to their associated keywords [Ai], fori € {0,1,--- ,n —1}. The
intuition of the oblivious sort is based on Observation [1}

Observation 1 Given array A with size n to be sorted such that Vi, j, if i # j
then Ali] # A[j]. The number of elements in A that are smaller than the element
Ali] indicates the exactly position that Ali] should be after the sort.

Therefore, we need a transformation scheme that guarantees no duplicated
transformed keywords.
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Theorem 5. There exists a transformation map: ¢ : {A;}' =5 — { ALY such
that the following properties holds:

LVij itj: A#£A

2. A< ALIfA; < A

3 A< ALifA; = Ajandi < j
4. A} > Aj otherwise

Proof. Let 8 > n be a constant. One possible transformation map ¢ can be
Al « A; - f+ i. It is obvious that this transformation scheme achieves these
properties. O

Algorithm 4: ExComp
Data: ([A;], 7) and ([4;], )
Result: [1] if A[i] - n+ 14> A[j] - n+ 7; [0], otherwise

if i > j then
| retarn COM([A;], [A,]);
end
if j > i then
| return (1 — COM([4;], [A:]));
end

We are going to “use” the transformation ( is our oblivious keyword sort.
(c.f. Alg. |5} below) Note that the third property, i.e. A; < A} if A; = A; and
1 < j,is very important to keep our sort stable. However, in terms of efficiency,
it is not necessary to require [0, Rn] C K. Conceptually, we consider A'[i] =
Ali]||i and extend the comparison as Alg. 4]

Algorithm 5: Constant-Round Oblivious Keyword Sort

Data: Array of pairs: qu’ [Ao]),- -, (D1, [An_1])
Result: Sorted array D: Do, -+, Dy—1
1. fori € {0,--- ,n—1} do

| [Ci) = 32720 . ExComp(([Ai], 4), (1451, 4));
end
2. fori e {0,--- ,n—1} do

| Di =30 0 (EQ([CW], 1) - Duw);

end

3. return ﬁo, <oy Dpqs
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Efficiency and Correctness Conceptually, the original keywords A; is trans-
formed to A} < A; - n + i to ensure that there is no duplicated value. After
step 1, C; stores the position that D; is supposed to be in the sorted array. Step
2 puts D; to their corresponding positions obliviously. This step is also called
oblivious selection, which is very close to oblivious transfer. The complexity of
this sorting algorithm is O(n?), but it finishes in constant rounds. Note that we
write EQ for simplicity. As mentioned in previous sections, n?> EQ gates can
share n bit-decomposition calls, and they can be evaluated with n? unbounded
fan-in AND gates.

Theorem 6. Sorting algorithm Alg.[3)is achieves UC security, and it terminates
after Tecom + Teq + Tmul rounds if the underlying MPC primitives are UC secure.

Proof (Sketch). Transformation ¢ : [A4;] - n + 4 is virtual, and ExComp onlys
Ccost Teom Tounds. Thus, it is clear that the sorting algorithm takes Tcom + Teq +
Tmul Tounds. In terms of security, it is clear that this sorting algorithm is data-
oblivious, for it only scans the whole array and counters. The security proof is
very similar as the proof of Theorem [3| and it follows standard hybrid model
under universally composability [[Can01lCan00]. Since all the share computing
sub-protocols are UC secure, we can replace them with ideal functionalities. We
skip the straightforward simulator construction S for space limitation.

g

8 Dealing With Huge R

In some special cases, we want to sort huge numbers, where range R ¢ K.
The numbers can be divided into several chunks and stored in several shares.
Since the sorting algorithm Alg. [3is stable, we can combine Alg. [5| with radix
sort. We call it oblivious hybrid radix sort, as shown in Alg. [6] below. Assume
[0,2¢] € Kand L = 2% where L < R and o > 1. The sorting algorithm
takes O(8 - (Tecom + Teq + Tmu1)) rounds, where § = [[logy R]/a]. We denote
the number A[i| as Ag_1[d]||---[|Aoli], where A[i] = Zf;ol Ajli] - 27* and
A;li] € [0,2% —1].

Theorem 7. Sorting algorithm Alg. |6 achieves UC security, and it terminates
after O(log R - (Teom + Teq + Tmul)) rounds if the underlying MPC primitives
are UC secure..

Proof (Sketch). Since o = [logy L| > 1, the maximum number of sequential
sorting algorithm Alg. [|calls is 5 = O(log R). As Alg. terminates in Teom +
Teq + Tmul Tounds. The whole sort terminates in O(log R - (Tcom + Teq + Tmul))
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Algorithm 6: Oblivious Hybrid Radix Sort
Data: Array of splited numbers ([As—1[i]], - - , [Ao[¢]]), fori € [0,n — 1]
Result: Sorted array ([Ag—1[i]],- -, [Ao[é]]), fori € [0,n — 1]
1. for j € {0,---,8—1}do

Set D « ([Ag—1ld],-- -, [Ao[il]);

Call Alg. to sort array D according to keywords [A;[4]];

end
2.return D; = ([Ag_1[i]],--- , [Aoli]]), fori € [0,n — 1];

rounds. Since it is just a batch of Alg.[5] the security proof is similar as the proof
for Alg.[5
O

9 Applications

9.1 (M + 1)st-price Auction

The first direct application is secure sealed-bid auction protocol. During a
(M + 1)st-price auction, each bidder ¢ submits pairs ([name;], [bid;]). Set
D; + ([name], [bid;]) and sort data structure D; according to keywords [bid;]
by calling Alg. [5| After sort, open the winner’s name [nameg] and open the win
price [bidy/], (the (A + 1)-th price).

9.2 Constant-round Obfuscated Shuffle

Naively, one can achieve obfuscated shuffle in by multiplying a n X n permuta-
tion matrix .4, because any permutation 7 can be represented as a permutation
matrix A,. However, it is not trivial to prepare a n X n permutation matrix A
in constant rounds. Alternatively, if each party P; shares a permutation matrix
Apr,. All parties check whether the sums of every column and row of matrix
A, are 1 by opening them for i € {1,2,--- ,m}. Note there is no information
leakage, for they are always 1 if the party is honest. Let M be the message vec-
tor, the obfuscated shuffle is computed by M’ = [["; A, - M. The resulting
shuffle protocol contains O(mn?) multiplications, which can be performed in
O(m-Tyu) rounds. By computing M, - - - M first, we can reduce the number
of rounds to O(log m - Tyuy1) With the cost of O (mn?) multiplications.

On the other hand, obfuscated shuffle can be implemented by sorting ran-
dom numbers. Assume we want to shuffle array A[0],--- , A[n — 1], we first
generate a fresh random number with & log n-bit long for each shared message,
denoting as RJ[i| fori € {0,1,--- ,n — 1}. Similarly, we can use out oblivious
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sorting algorithms to sort the shared messages according to associated random
numbers. k is security parameter. If same random numbers are generated for two
(or more) different documents, the relative order of them will be preserved after
sort. The probability that we select n numbers out of 2(k1°&n) — pk without
collision is

1 2 n—1
P(n)zlo(l—nk)(l nk)...(l— % )
1 _2 _n—1 2—k

e nfFce nk . e nF me "

In practice, k > 3 is enough for large n. If 2¥1°8" ¢ K, we can divide the
random numbers to several shares. (cf. Sect.[§]) When m is big, it is clear that
this approach is more round-efficient than the permutation matrix one.

10 Conclusions and Future Work

We proposed several constant-round oblivious sorting algorithms for secure
MPC, which significantly improves current poly-logarithmic round complex-
ity oblivious sorting network based solutions. We also showed some applica-
tions for our sorting algorithm is (M + 1)st-price auction protocol and obfus-
cated shuffle. The future work will be improving the efficiency and investigating
constant-round oblivious sorting algorithms with poly-logarithmic complexity
overhead, i.e. O(nlog®n) computation & communication complexity.
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