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ÁTheme: protecting identity on the Internet
Á4 lectures (4 x 1.5h = 6h)
ÁAuthentication
ǐAuthentication (4th Dec, part I)

ǐSimple anonymous credentials (4th Dec, part II)

ÁAnonymous communications & traffic analysis
ǐHigh latency (6th Dec, part I)

ǐLow latency (6th Dec, part II)

ÁPractical deployment and relation with 
computer security



Forward secrecy, privacy, Denial of Service protection, weak passwords...



ÁAuthentication protocols
ÁCheck the assertion a user makes about her identity
ÁStudied very early 
ǐ(e.g. Needham-Schroeder 1978 ɀalready sophisticated)

ÁLarge volume of literature & Formal analysis
ǐ(Formal / Dolev-Yao model)

ÁWhy such fuss?
ÁKey role in computer security
ÁAccess control matrix:
ǐDescribe what operations subjectscan perform on objects.

ÁIdentify subject to make decision!



ÁOld days ɀUNIX, mainframes, ...
ÁAuthentication: first interaction with system.

ÁKnown users interact with few known systems.

ÁUsername and password requested and 
transmitted in clear ɀuser authentication.
ǐContext dedicated lines linking terminals to mainframe!

ǐIf you were in the terminal room you were already ok.

ǐPhysical security important and strong.

ÁShared keys used for network authentication between 
mainframes
ǐToo few for key management to be an issue



ÁToday ɀInternet
ÁSubstantial  public space requires no authentication 
ǐDoS, Phishing, ...

ÁBusiness with strangers
ǐNo pre-existing shared keys

ǐPublic key cryptography needed!

ÁAnyone can talk to a network host
ÁAuthentication is last!

ÁTransmitted over the insecure network.

ÁAdversaries lurking everywhere!
ǐEavesdropping, Phishing, Denial of Service, credential stealing, ...



Á Study two protocols used for authentication

Á Just Fast Keying (JFK)
ǐ(W. Aiello, S. Bellovin, M. Blaze, R. Canetti, 

J. Ioannidis, A. Keromytis, O. Reingoldɀ2003)

ÁCore security: public key based key exchange
ÁNice features: Denial of Service prevention, privacy, forward secrecy.
ÁRoadmap: Diffie-Hellman exchange, JFK, properties

Á Password-Authenticated Key exchange (PAK)
ǐ(Boyko, MacKenzie, Patel ɀ2000)

ÁPassword based key exchange
ÁSecure against guessing attacks
ÁRoadmap: standard password authentication, PAK, (server 

strengthening)



ÁDiscrete logarithm 
and related cryptographic problems

ÁDiffie-Hellman key exchange

ÁISO 9798-3 Authentication protocol



Á Assume p a large prime 
Á(>1024 bitsɂ2048 bits)
ÁDetail: p = qr+1where qalso large prime
ÁDenote the field of integers modulo pas Zp

Á Example with p=5
ÁAddition works fine: 1+2 = 3, 3+3 = 1, ...
ÁMultiplication too: 2*2 = 4, 2*3 = 1, ...
ÁExponentiation is as expected: 22 = 4

ÁChoose g in the multiplicative group of Zp

ÁSuch that g is a generator 
ÁExample: g=2
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ÁExponentiation is computationally easy:
ÁGiven gand x, easy to compute gx

ÁBut logarithm is computationally hard:
ÁGiven gand gx, difficult to find x = logg gx

ÁIf p is large it is practically impossible

ÁRelated DH problem
ÁGiven (g, gx, gy) difficult to find gxy

ÁStronger assumption than DL problem



Á Alice (A) and Bob (B) do not share any keys

Á They want to chat securely

ÁConfidentiality (encryption), 

Á Integrity (message authentication),

ÁBoth need a shared key!

Á Diffie-Hellman protocol (1976)

ÁKey exchange protocol

ÁTwo parties end up sharing a private key.

Á Not authentication yet!



Public: g, p

Alice Bob

)(mod:BA pg
x

­

)(mod:AB pg
y

­

Private: 
y

Private: 
x

Derive: (gy)x = K= (gx)y

K= gxy is the shared key!



ÁSecure against passiveadversaries

ǐJust looking at messages in the network

ǐFrom g, gx, gy cannot learn anything about x, y or gxy

ǐSlight problem: K is always the same ɀnot fresh!

ÁInsecure against activeadversaries 

ǐAdversary can delete, insert, modify messages

ǐMan-in-the-middle attack



Public: g, p

Alice Bob

Private: 
y

Private: 
x

Mallory

gx

gm

gm

gy

K = gxm +ȭ Ђ ÇymKnows 
Kand +ȭ



ÁHow to secure DH against MITM?

Á!ÌÉÃÅ ÁÎÄ "ÏÂ ËÎÏ× ÔÈÅ ÆÉÎÇÅÒÐÒÉÎÔ ÏÆ ÅÁÃÈ ÏÔÈÅÒȭÓ 
keys

ǐTelephone directory with hashes of public keys?
(Original proposal)

ÁPKI: Public Key Infrastructure

ǐTrusted party that distributes signed certificates linking 
names (Alice or Bob, or URLs) to public keys.

ÁAuthenticated key-exchange



ÁISO: International Standards Organization
Á(ISO 216 defines the A4 paper size)

ÁImproves on the Diffie-Hellman exchange:
ÁFreshness of keys
ǐBoth parties contribute fresh random numbers to be 

used as part of key derivation.

ÁMITM protection using long term signature keys
ǐVerification keys for the signatures of Alice and Bob are 

know to each other.

ǐ(Probably though some PKI)



ÁSignA[M] ɀ3ÉÇÎÁÔÕÒÅ ÏÆ - ×ÉÔÈ !ȭÓ ËÅÙ
(There is a certificate linking A and her key)

ÁH[M] ɀHash function

ÁHK[M] ɀKeyed hash function

Á{M}K ɀSymmetric Encrypt & MAC



Public: 
g, p, VerA, VerB

Alice Bob

Private: 
b

Private: 
a

B -> A: NB, B, gb

A -> B: NA, NB, A, ga, SignA[NA,NB,ga,gb,B]

B -> A: NA , NB , SignB[NA,NB,ga,gb,A]

Derive: K = H(gab, NA, NB, A, B)

Random 
NB

Random 
NA



Public: 
g, p, VerA, VerB

Alice Bob

Private: 
b

Private: 
a

B -> A: NB, B,gb

A -> B: NA, NB, A, ga, SignA[NA,NB,ga,gb,B]

B -> A: NA , NB , SignB[NA,NB,ga,gb,A]

Derive: K = H(gab, NA, NB, A, B)



Public: 
g, p, VerA, VerB

Alice Bob

Private: 
b in Zp

Private: 
a in Zp

B -> A: NB, B,gb

A -> B: NA, NB,A, ga, SignA[NA,NB,ga,gb,B]

B -> A: NA , NB , SignB[NA,NB,ga,gb,A]

Derive: K = H(gab, NA, NB, A, B)

K will always be different,
Even if ga, gb are reused.



Public: 
g, p, VerA, VerB

Alice Bob

Private: 
b

Private: 
a

B -> A: NB, B, gb

A -> B: NA, NB, A, ga, SignA[NA,NB,ga,gb,B]

B -> A: NA , NB , SignB[NA,NB,ga,gb,A]

Derive: K = H(gab, NA, NB, A, B)

Adversary cannot forge 
these to do MITM.



Public: 
g, p, VerA, VerB

Alice Bob

Private: 
b

Private: 
a

B -> A: NB, B, gb

A -> B: NA, NB, A, ga, SignA[NA,NB,ga,gb,B]

B -> A: NA , NB , SignB[NA,NB,ga,gb,A]

Derive: K = H(gab, NA, NB, A, B)

What happens if we do not 
sign the identities?



ÁForward secrecyɀGOOD
ÁIf ga and gb are ephemeral (deleted after the exchange).

ÁRevealing the long term signature keys does not 
compromise K!

Á!ÌÉÃÅ ÁÎÄ "ÏÂ ÁÒÅ ÃÅÒÔÁÉÎ ÏÆ ÅÁÃÈ ÏÔÈÅÒȭÓ ÉÄÅÎÔÉÔÉÅÓ ɀ
GOOD
ÁSo is any passive eavesdropper

ÁPrivacyconcernɀBAD

ÁAlice maintains state before knowing Bob.
ÁDenial of Service: resource depletion (memory) ɀBAD



Public: 
g, p, VerA, VerB

Alice

Random:
NB, R

Private: 
a

M -> A: NB, B, R 

A -> M: NA, NB, A, ga, SignA[NA,NB,ga,R,B]

DoS1: 
Remember:
NA, NB, B, R

Wait? Mallory

DoS2: 
One signature 

per reply.



ÁAuthenticated key-exchange

ÁAll properties of ISO 9798-3

ÁNew properties

ÁDenial of Service protection

ÁPrivacy

ǐ)ÎÉÔÉÁÔÏÒȭÓ ÉÄÅÎÔÉÔÙ ÉÓ ÎÏÔ ÒÅÖÅÁÌÅÄ ÔÏ ÔÈÉÒÄ ÐÁÒÔÉÅÓȢ

ǐɉ2ÅÓÐÏÎÄÅÒȭÓ ÉÄÅÎÔÉÔÙ ÉÓ ÒÅÖÅÁÌÅÄȢɊ

ÁDetailed look at JFKi

ÁJFKrɀprivacy for responder



Public: 
g, p, VerA, VerB

Alice
(Responder)

Bob
(Initiator)

Private: 
b

Private: a,
HKA

B -> A: .ȭB , g
b, ID!ȭ

A -> B: .ȭB ,NA, IDA, ga, SignA[ga], HHKA
[ga, NAȟ.ȭB ,IPB]

B -> A: NB , NA , gb, ga, HHKA
[ga, NAȟ.ȭB ,IPB]

{IDB, SignBɍ.ȭB , NA , gb , ga,IDA]}Kauth-enc

Derive:       Kauth-enc= H(gab, NAȟ .ȭBȟ ȰabȱɊ
K = H(gab, NAȟ .ȭBȟ ȰËÅÙȱɊ

A->B: {SignAɍ.ȭB , NA , gb , ga, IDB]} Kauth-enc

Random:
.ȭB = H[NB]



Private: 
b

Private: a,
HKA

Public: 
g, p, VerA, VerB

Alice
(Responder)

Bob
(Initiator)

B -> A: .ȭB , g
b, ID!ȭ

A -> B: .ȭB ,NA, IDA, ga, SignA[ga], HHKA
[ga, NAȟ.ȭB ,IPB]

B -> A: NB , NA , gb, ga, HHKA
[ga, NAȟ.ȭB ,IPB]

{IDB, SignBɍ.ȭB , NA , gb , ga,IDA]}Kae

Derive:      Kauth-enc = H(gab, NAȟ .ȭBȟ ȰabȱɊ
K = H(gab, NAȟ .ȭBȟ ȰËÅÙȱɊ

A->B: {SignAɍ.ȭB , NA , gb , ga, IDB]} Kae

Random:
.ȭB = H[NB]



Public: 
g, p, VerA, VerB

Alice
(Responder)

Bob
(Initiator)

B -> A: .ȭB , g
b, ID!ȭ

A -> B: .ȭB ,NA, IDA, ga, SignA[ga], HHKA
[ga, NAȟ.ȭB ,IPB]

B -> A: NB , NA , gb, ga, HHKA
[ga, NAȟ.ȭB ,IPB]

{IDB, SignBɍ.ȭB , NA , gb , ga,IDA]}Kauth-enc

Derive:   Kauth-enc = H(gab, NAȟ .ȭBȟ ȰabȱɊ
K = H(gab, NAȟ .ȭBȟ ȰËÅÙȱɊ

A->B: {SignAɍ.ȭB , NA , gb , ga, IDB]}Kauth-enc

Random:
.ȭB = H[NB]

Private: 
b

Private: a ,
HKA




