Anonymous communications:

High latency systems

Anonymous email and messaging and their traffic analysis




Network identity today

Networking
Relation between identity and efficient routing
|dentifiers: MAC, IP, emall, screen name
No network privacy = no privacy!

The identification spectrum today
O4EAR - AOOS
Full Pseudonymity we are in! Strong

Anonymity E E ; |dentification



Network identity today (contd.)

NO ANONYMITY NO IDENTIFICATION
Weak identifiers Weak identifiers easy to
everywhere: modulate

Expensive / unreliable logs.

IP, M'_A‘C IP / MAC address changes
Logging at all levels Openwifi access points
Login names / authentication Botnets

PK certificates in clear _ _
Partial solution

Also: Authentication

Location data leaked Open issues:
Application data leakage DoSand network level attacks



Ethernet packet format

Anthony F. J. LEVhttp://www.usc.edu/dept/engineering/eIeceng/Adv_Network_Tech/HtmI/datacom/

Hthernet Frame Format

No integrity or
authenticity

64 bit preamble 13 sequenn::e of alternating 1 and 0 for recetver synchronizati on

with signal. MAC Address

Ewvery Ethernet adapter attached to a host ha®a unique 6-Byte addressy
B 02k ed b1 215 0001000:00000000:; Ti“;‘ =TT DDUDU]D

Ethernet standard defined by Kerox, DEC and Intel i es 16 kit type field
3

for demultiplexing to frame to higher level protocols. 1 023 standard uses
this field to determine how long the frame 13

Mazimum data payleadis 1200 Byte.
Cyolic Eedundancy Code (CEC-22) 15 used for error checking.

Fostamble indicates end of frame.



IP packet format

3.1. Internet Header Format

A summary of the contents of the internet header follows:

0 1 2 3
01234567890123456789012345678901
I S S T i S S e i S i SR S
|[Version| IHL |Type of Service| Total Length |
= B S T ol i T S S S e S
pragment Offset |

T S S S S
e =F- +- +-+-+

| S S

|Flags]

i e S e S i s S S
| Options

T o T S e S i S S O i e S S S

Link different

paCketS together Example Internet Datagram Header

Weak identifiers Figure 4.

Same for TCP, SMTP, IRC, HTTP, ... No integrity / authenticity



Outline

Motivation and properties

Constructions
Unconditional anonymityz DC nets
Practical anonymityy Mix networks
Practical robustness

Traffic analysis
Measuring anonymity
Cryptographic attacks
Statistical disclosure attacks



Anonymity in communications

Specialized applications
Electronic voting
Auctions / bidding / stock market
Incident reporting
Witness protection / whistle blowing
Showing anonymous credentials!

General applications
Freedom of speech
Profiling / price discrimination
Spam avoidance
Investigation / market research
Censorship resistance



Anonymity properties (1)

Sender anonymity
Alice sends a message to Bob. Bob cannot know
who Alice is.

Receiver anonymity
Alice can send a message to Bob, but cannot find
out who Bob is.

Bi-directional anonymity

Alice and Bob can talk to each other, but neither
of them know the identity of the other.



Anonymity properties (2)

39 party anonymity
Alice and Bob converse and know each other, but
no third party can find this out.

Unobservabillity

Alice and Bob take part in some communication,
but no one can tell if they are transmitting or
receiving messages.



Pseudonymity properties

Unlinkabllity

Two messages sent (received) by Alice (Bob)
cannot be linked to the same sender (receiver).

Pseudonymity

All actions are linkable to a pseudonym, which is
unlinkable to a principal (Alice)



Unconditional anonymity

DGnets
Dining Cryptographers DavidChaum1985)

Multi-party computation resulting in a
message being broadcast anonymously

No one knows from which party
How to avoid collisions

Communication cost...



The Dining Cryptographers (1)

O4EOAA AOUDPOI COAPEAOO
dinner at their favourite threestar restaurant.
Their waiter informs them that arrangements
have been made with the maitr@hotel for the

bill to be paid anonymously.

One of the cryptographers might be paying for
the dinner, or it might have been NSA (U.S.
National Security Agency).

The three cryptographers respect each other's
right to make an anonymous payment, but they
xI TAAO ELZ . 3! EO DPAUE]




The Dining Cryptographers (2)

/—4 Adi .

Did the
NSA pay?
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The Dining Cryptographers (2)

Toss coin
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Combine; Toss coin
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DC-nets

Generalise
Many participants

Larger message size
Conceptually many coins in parallgbf)
Or: use +/(mod 2M)

Arbitrary key (coin) sharing
Graph G:

nodes- participants,
edges- keys shared

What security?



Key sharing graph

( ("l
&f % ~_{(ll Derive coins

/ N &!g<gg/ \S"f fgtr"rotll’%lb :

Stream cipher

\/ \ (Kao)

Sﬂ \%/&ﬂ _ Sﬂ Alice broadcasts

b Gob + Cac + m,
Shared key,,




Key sharing graph — security (1)

&{% &"f \Sﬂﬂ If BandCcorrupt
/ \ &"f / \ Alice broadcasts
&{% — \ &{% / ! l:)a:Cab +Cac+ my

\‘0 \ \/C\ I AOAOOAO!

ba = m,
B
Shared ke,

No Anonymity




Key sharing graph — security (2)

Adversarynodes partition the

&z ¥
( graph into ablueandgreen
/ \ / - % sub-graph

\ Calculate:
&{ — \ ! Sﬂg Bowe P b/ is blue

Bgreen-lr3 iﬂu |A green

\ \ / \ Substractknown keys

Boiuet Kregbiue P MA

&{ \ !/ &g — &E Bgreen++ réd-green-b .IJ. II

Discover the originating

Anonymity set size = 4 subgraph
(not 11 or 8!) O o o Reduction in anonymity



DC-net twists

b. broadcast graph
Treez independent of key sharing graph
= Key sharing graph No DoSunless split in graph

Collisions
Alice saysn, T ® AT AmSIl A OAUO
N collisions only require N rounds to be resolved!

Intuition: collisions do destroy all information
Round 1: BE-m,+mg; Round 2: B=mg my="?

Disruption?
Dining Cryptographers in a Disco



DC-net shortcommings

Security Is great!
Full key sharing grapé perfect anonymity

Communication cosg BAD
(N broadcasts for each message!)
Naive: O(N) cost, O(1) Latency

Not so naive: O(N) messages, O(N) latency
Ring structure for broadcast

Expander graph: O(N) messages]d&gN) latency?
Centralized: O(N) messages, O(1) latency

Not practical for large(r) N!
Local wireless communications?



Mix — practical anonymity

DavidChaum(concept 1979 publish 1981)
Ref is marker in anonymity bibliography

Makes uses of cryptographic relays
Break the link between sender and receiver

Cost
O(1)z O(logN) messages
O(1)z O(logN) latency

Security
Computational (public key primitives must be secure)
Threshold of honest participants



The mix - illustrated

&(ég

Alice

S{%

A->M: {BMsgh,,

The Mix

M->B:Msg

&{%

Bob

Adversary cannot
see inside the Mix

J
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The mix — security Issues

1) Bitwise unlinkability

_ ‘ A->M: {B Msg}yiy L@
Alice N Bob
The Mix — %

|

|
| (
‘ :
r\?/\ S"ﬂ

((
&ﬂ 2) Traffic analysis resistance




Mix security (contd.)

Bitwise unlinkability

Ensure adversary cannot link messages in and ou
of the mix from their bit pattern

Cryptographic problem

Traffic analysis resistance

Ensure the messages in and out of the mix cannot
be linked using any metdata (timing, ...)

Two tools:delayor Inject traffic z both add cost!



Two broken mix designs (1)

Broken bitwise unlinkability
AEA OOOOAAI AEDPEAOG 1 E!
{M} i, = {fresh k3, MX0OrStream,

8 A>M:{BMsg,, M->B:Msg 3’2 Active attack?
Alice Bob

&-’«g I

—>
The mix outputs message:

Il Il M->B:MsgxorY
&eﬂ &g And the attacker can link them.

Tagging Attack

Adversary intercepts {BVISghix
and injects {BMsg},, xor (0,Y).




Lessons from broken design 1

MiX acts as a service

Everyone can send messages to it; it will apply an
algorithm and output the result.

That includes the attackeg decryption oracle,
routing oracle, ...

(Active) Tagging attacks
Defence 1. detect modifications (CCA2)
Defence 2: lose all informatiomixminion, Minx)



Two broken mix designs (2)

Broken traffic analysis resistance
AEA 0O&) &/ 66 I ED | $AOEC]
Mix sends messages out in the order they came In

A>M: (BMsdhy, M->B:Msg Passivattack?

Allce

The adversary simply counts the
number of messages, and assigns

Bob
The SN : _
|\/|IX to each input the corresponding
output.
&'{%

* FIFO = First in, First out




Lessons from broken design 2

Mix strategiex O E@8 | AOOACAO
Threshold mix: wait for N messages and output them
In a random order.

Pool mix: Pool of n messages; wait for N inputs;
output N out ofN+n; keep remaining n in pool.
Timed, random delay, ...

Anonymity security relies onthers
Mix honestz Problem 1

Other sendefreceliver pairs to hide amongsgt
Problem 2



Distributing mixing

Rely on more mixesz good idea
Distributing trustz some could be dishonest
Distributing loadz fewer messages per mix

Two extremes

Mix Cascades
All messages are routed through a preset mix sequence
Good for anonymity poor load balancing

Free routing

Each message is routed through a random sequence of mixes
Security parameter: L then length of the sequence



The free route example

A->M2: {M4’ {M11{81 Msg}M]}M4}M2

&(%

Alice

&{%

. Bob
0 The Mix “
(| (The adversary should ((
S«% get no more information &ﬂ
than before!)




Free route mix networks

Bitwise unlinkability
Length invariance
Replay prevention

Additional requirements corrupt mixes
Hide the total length of the route
Hide the step number
(From the mix itself!)

Length of paths?
Good mixing in O(log(|Mix|)) steps = log(|Mix|) cost
Cascades: O(|Mix])

7A AAT 1T AT AGZO ODMOIEAICAIA X E



The (r1) attackz active attack
Wait or flush the mix.

Block all incoming messages (trickle) and injects

I xT 1T AOOACAO j £ 11 AQq Ol
i
'8 1
Alice B%b
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Yy __—»

&f!ﬂ / Attacker



