
Anonymous email and messaging and their traffic analysis



ÁNetworking

ÁRelation between identity and efficient routing

ÁIdentifiers: MAC, IP, email, screen name

ÁNo network privacy = no privacy!

ÁThe identification spectrum today

Full
Anonymity

Strong
Identification

Pseudonymity

Ȱ4ÈÅ -ÅÓÓȱ 
we are in!



NO ANONYMITY

ÁWeak identifiers 
everywhere:
Á IP, MAC

Á Logging at all levels

Á Login names / authentication

ÁPK certificates in clear

Á Also:
Á Location data leaked

ÁApplication data leakage

NO IDENTIFICATION

Á Weak identifiers easy to 
modulate
Á Expensive / unreliable logs.

Á IP / MAC address changes

Á Open wifi access points

Á Botnets

Á Partial solution
Á Authentication

Á Open issues:
Á DoSand network level attacks



Anthony F. J. Levi- http://www.usc.edu/dept/engineering/eleceng/Adv_Network_Tech/Html/datacom/

MAC Address

No integrity or
authenticity



3.1.  Internet Header Format

A summary of the contents of the internet header follows:

0                   1                   2                   3   

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|Version|  IHL  |Type of Service|          Total Length         |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|         Identification        |Flags|      Fragment Offset    |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|  Time to Live |    Protocol   |         Header Checksum       |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                       Source Address                          |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                    Destination Address                        |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                    Options                    |    Padding    |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

Example Internet Datagram Header

Figure 4.

Link different 
packets together

No integrity / authenticitySame for TCP, SMTP, IRC, HTTP, ...

Weak identifiers



ÁMotivation and properties

ÁConstructions
ÁUnconditional anonymity ɀDC nets
ÁPractical anonymity ɀMix networks
ÁPractical robustness

ÁTraffic analysis
ÁMeasuring anonymity
ÁCryptographic attacks
ÁStatistical disclosure attacks



ÁSpecialized applications
ÁElectronic voting
ÁAuctions / bidding / stock market
ÁIncident reporting
ÁWitness protection / whistle blowing
ÁShowing anonymous credentials!

ÁGeneral applications
ÁFreedom of speech
ÁProfiling / price discrimination
ÁSpam avoidance
ÁInvestigation / market research
ÁCensorship resistance



ÁSender anonymity

ÁAlice sends a message to Bob. Bob cannot know 
who Alice is.

ÁReceiver anonymity

ÁAlice can send a message to Bob, but cannot find 
out who Bob is.

ÁBi-directional anonymity

ÁAlice and Bob can talk to each other, but neither 
of them know the identity of the other.



Á3rd party anonymity

ÁAlice and Bob converse and know each other, but 
no third party can find this out.

ÁUnobservability

ÁAlice and Bob take part in some communication, 
but no one can tell if they are transmitting or 
receiving messages.



ÁUnlinkability

ÁTwo messages sent (received) by Alice (Bob) 
cannot be linked to the same sender (receiver).

ÁPseudonymity

ÁAll actions are linkable to a pseudonym, which is 
unlinkable to a principal (Alice)



ÁDC-nets

ÁDining Cryptographers (David Chaum1985)

ÁMulti-party computation resulting in a 
message being broadcast anonymously

ÁNo one knows from which party

ÁHow to avoid collisions

ÁCommunication cost...



ÁȰ4ÈÒÅÅ ÃÒÙÐÔÏÇÒÁÐÈÅÒÓ ÁÒÅ ÓÉÔÔÉÎÇ ÄÏ×Î ÔÏ 
dinner at their favourite three-star restaurant.

ÁTheir waiter informs them that arrangements 
have been made with the maitre d'hotel for the 
bill to be paid anonymously. 

ÁOne of the cryptographers might be paying for 
the dinner, or it might have been NSA (U.S. 
National Security Agency). 

ÁThe three cryptographers respect each other's 
right to make an anonymous payment, but they 
×ÏÎÄÅÒ ÉÆ .3! ÉÓ ÐÁÙÉÎÇȢȱ



Wit

Adi

Ron

Did the
NSA pay?

I paid

) ÄÉÄÎȭÔ

) ÄÉÄÎȭÔ



Wit

Adi

Ron
I paid
mr = 1

) ÄÉÄÎȭÔ
mw = 0

) ÄÉÄÎȭÔ
ma = 0

Toss coin
car

Toss coin
caw

Toss coin
crw

ba = ma + car + caw

bw = mw + crw + caw

br = mr + car + crw

Combine:
B = ba + br + bw =
ma + mr +mw = mr (mod 2)



ÁGeneralise
ÁMany participants

ÁLarger message size
ǐConceptually many coins in parallel (xor)

ǐOr: use +/- (mod 2|m|)

ÁArbitrary key (coin) sharing
ǐGraph G: 
ǐnodes - participants, 

ǐedges - keys shared

ÁWhat security?



ÁDerive coins

Ácabi= H[Kab, i]
for round i

ÁStream cipher 
(Kab)

ÁAlice broadcasts

Ába = cab + cac + maA
B

Shared key Kab

C



ÁIf Band Ccorrupt

ÁAlice broadcasts

Ába = cab + cac + ma

Á!ÄÖÅÒÓÁÒÙȭÓ ÖÉÅ×

Ába = cab + cac +ma

ÁNo Anonymity
A

B

Shared key Kab

C



Á Adversarynodes partition the 
graph into a blueand green
sub-graph

Á Calculate:
Á BblueЂ Дbj, j is blue

Á BgreenЂ ДÂi, i is green

Á Substractknown keys

ÁBblue+ Kred-blueЂ Дmj

ÁBgreen+ +ȭred-green Ђ ДÍi

Á Discover the originating 
subgraph.
Á Reduction in anonymity

A
B

C

Anonymity set size = 4 
(not 11 or 8!)



Ábi broadcast graph
ÁTree ɀindependent of key sharing graph
Á= Key sharing graph ɀNo DoSunless split in graph

ÁCollisions
ÁAlice says mAЃ Φ ÁÎÄ "ÏÂ ÓÁÙÓ mBЃ Φ
ÁN collisions only require N rounds to be resolved!
ÁIntuition: collisions do destroy all information
ǐRound 1: B1=mA+mB Round 2: B2 = mB mA= ?

ÁDisruption? 
ÁDining Cryptographers in a Disco



ÁSecurity is great!
ÁFull key sharing graph ė perfect anonymity

ÁCommunication cost ɀBAD
Á(N broadcasts for each message!)
ÁNaive: O(N2) cost, O(1) Latency
ÁNot so naive: O(N) messages, O(N) latency
ǐRing structure for broadcast

ÁExpander graph: O(N) messages, O(logN) latency?
ÁCentralized: O(N) messages, O(1) latency

ÁNot practical for large(r) N! L
ÁLocal wireless communications?



ÁDavid Chaum(concept 1979 ɀpublish 1981)
ÁRef is marker in anonymity bibliography

ÁMakes uses of cryptographic relays
ÁBreak the link between sender and receiver

ÁCost
ÁO(1) ɀO(logN) messages
ÁO(1) ɀO(logN) latency

ÁSecurity
ÁComputational (public key primitives must be secure)
ÁThreshold of honest participants



The Mix

Alice
Bob

Adversary cannot
see inside the Mix

A->M: {B, Msg}Mix M->B: Msg



The Mix

Alice
Bob

A->M: {B, Msg}Mix M->B: Msg

1) Bitwise unlinkability

?

2) Traffic analysis resistance

?



ÁBitwise unlinkability

ÁEnsure adversary cannot link messages in and out 
of the mix from their bit pattern

ÁCryptographic problem

ÁTraffic analysis resistance

ÁEnsure the messages in and out of the mix cannot 
be linked using any meta-data (timing, ...)

ÁTwo tools: delayor inject traffic ɀboth add cost!



ÁBroken bitwise unlinkability

Á4ÈÅ ǬÓÔÒÅÁÍ ÃÉÐÈÅÒȭ ÍÉØ ɉ$ÅÓÉÇÎ ΧɊ

Á{M}Mix = {fresh k}PKmix, M xorStreamk

The 
Mix

Alice Bob

A->M: {B, Msg}Mix M->B: Msg ÁActive attack?
Tagging Attack

Adversary intercepts {B, Msg}Mix

and injects {B, Msg}Mix xor (0,Y).

The mix outputs message:
M->B: MsgxorY

And the attacker can link them.



ÁMix acts as a service

ÁEveryone can send messages to it; it will apply an 
algorithm and output the result.

ÁThat includes the attacker ɀdecryption oracle, 
routing oracle, ...

Á(Active) Tagging attacks

ÁDefence 1: detect modifications (CCA2)

ÁDefence 2: lose all information (Mixminion, Minx)



ÁBroken traffic analysis resistance

Á4ÈÅ Ǭ&)&/ɕȭ ÍÉØ ɉ$ÅÓÉÇÎ ΨɊ

ÁMix sends messages out in the order they came in!

The 
Mix

Alice Bob

A->M: {B, Msg}Mix M->B: Msg ÁPassiveattack?

The adversary simply counts the
number of messages, and assigns
to each input the corresponding

output.

* FIFO = First in, First out



ÁMix strategies ɀȬÍÉØȭ ÍÅÓÓÁÇÅÓ ÔÏÇÅÔÈÅÒ
ÁThreshold mix: wait for N messages and output them 

in a random order.

ÁPool mix: Pool of n messages; wait for N inputs; 
output N out of N+n; keep remaining n in pool.

Á Timed, random delay, ...

ÁAnonymity security relies on others
ÁMix honest ɀProblem 1

ÁOther sender-receiver pairs to hide amongst ɀ
Problem 2



ÁRely on more mixes ɀgood idea
ÁDistributing trust ɀsome could be dishonest

ÁDistributing load ɀfewer messages per mix

ÁTwo extremes
ÁMix Cascades
ǐAll messages are routed through a preset mix sequence

ǐGood for anonymity ɀpoor load balancing

ÁFree routing
ǐEach message is routed through a random sequence of mixes

ǐSecurity parameter: L then length of the sequence



M1

M3

M4

M2

M5 M6

M7

Alice
Bob

Free route
mix network

The Mix

(The adversary should
get no more information

than before!)

A->M2: {M4, {M1,{B, Msg}M1}M4}M2



Á Bitwise unlinkability
ÁLength invariance
ÁReplay prevention

Á Additional requirements ɀcorrupt mixes
ÁHide the total length of the route
ÁHide the step number
Á(From the mix itself!)

Á Length of paths?
ÁGood mixing in O(log(|Mix|)) steps = log(|Mix|) cost
ÁCascades: O(|Mix|)

Á7Å ÃÁÎ ÍÁÎÁÇÅ Ȱ0ÒÏÂÌÅÍ Χ ɀÔÒÕÓÔÉÎÇ Á ÍÉØȱ



ÁThe (n-1) attack ɀactive attack

ÁWait or flush the mix.

ÁBlock all incoming messages (trickle) and injects 
Ï×Î ÍÅÓÓÁÇÅÓ ɉÆÌÏÏÄɊ ÕÎÔÉÌ !ÌÉÃÅȭÓ ÍÅÓÓÁÇÅ ÉÓ ÏÕÔȢ

The 
Mix

Alice Bob

Attacker

n

1


